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CHAPTER  I 
INTRODUCTION 

To  insure  the  reader  understands  the  scope  and 

nature  of  this  thesis,  it  would  be  most  appropriate  to 

define  the  topic.  This  is  especially  true  with  the  term, 

“classification  management. "  In  the  early  research  stage, 

it  was  found  that  no  accepted  definition  of  the  term 

existed.  Two  writers  defined  classification  management 

as  ",  •  .the  DoD's  securing  the  most  security  for  its 

defense  dollar  and  defense  industry’s  getting  the  greatest 

dollar  profit  for  its  efforts,  while  continuing  to  protect 

defense  secrets.”1  A  widely  accepted  industry  authority 

has  described  the  term  as  ” .  .  .the  system  for  identifying 

and  placing  into  its  proper  classification  category  all 

information  that  requires  protection  in  the  interests  of 

2 

national  defense.”  For  the  purposes  of  this  study  and 
in  an  attempt  to  unify  the  many  definitions,  the  following 
was  adopted:  classification  management — the  application  of 
sound  management  principles  such  as  staffing,  planning, 


Alfred  E.  Dupell  and  Richard  ft.  Buxton,  "Classifi¬ 
cation  Management:  A  Joint  Effort  of  DoD  and  Industry,” 
Industrial  Securi ty ,  X  (June,  1966),  8. 

2 

Robert  J.  Rushing,  "Classification:  A  Key  to 
Realistic  Security,"  Industrial  Security,  VII  (October, 
1963),  102. 
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organizing,  and  controlling  to  the  classifying,  marking, 
inventory,  regrading,  and  destruction  of  information 

* 

requiring  protection  in  the  interests  of  National  Defense. 

The  term  "defense-oriented  companies"  is  defined  as 
industrial  firms  utilizing  a  major  portion  of  their 
productive  capacity  for  work  on  classified  Department  of 
Defense  contracts. 

Prom  these  two  definitions,  then,  it  can  he  seen 
that  the  subject  will  deal  with  the  TOP  SECRET,  SECRET, 
and  CONFIDENTIAL  materials  in  the  possession  of  industry 
and  required  for  use  in  Department  of  Defense  classified 
contracts. 

I.  THE  FROBLEM 

The  handling  and  storage  of  classified  documents  by 
Department  of  Defense  contractors  represents  a  significant 
expense  to  industry.  As  our  technology  expands,  this  will 
be  more  of  a  factor.  Classification  management,  if  defined 
and  implemented,  can  do  much  to  decrease  these  costs  and, 
at  the  same  time,  allow  for  the  dissemination  of  as  much 
information  as  possible  to  the  public,  without  endangering 

^However,  when  this  was  proposed  to  the  Second 
Annual  Seminar  of  the  National  Classification  Management 
Society,  critics  felt  that  this  wa^  too  much  of  a  business- 
school  approach,  and  thus,  not  accepted.  It  is  interesting 
to  note  that  this  Society  has  yet  to  adopt  a  formal 
definition. 
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our  national  security. 

Examination  of  the  historical  development  of 
classification  management,  along  with  present-day  programs, 
will  demonstrate  the  need  for  implementing  a  full-time 
program  at  the  management  level.  Application  of  sound 
management  principles  to  classification  is  largely  untried. 

The  purpose  of  the  thesis  is  to  examine  classifica¬ 
tion  management  in  light  of  government  direction  and 
industry  implementation,  criteria  for  evaluation  is  in 
terms  of  cost  avoidance  and  information  flow.  The  objec¬ 
tive  is  to  prove  that  all  Department  of  Defense  contractors 
holding  classified  contracts  can  benefit  from  a  good 
classification  management  program. 

x 

II.  SOURCES  OF  DATA  AND  METHODOLOGY  OF  RESEARCH 

Published  materials  relating  to  classification 
management  were  difficult  to  find.  Department  of  Defense 
instructions  and  directives  were  used  in  the  analysis  of 
government  requirements.  Industry  pamphlets,  directives, 
and  training  guides  were  used  in  resolving  matters  of  how 
industry  implements  the  government  requirements.  Identifi¬ 
cation  of  problem  areas  and  proposed  solutions  were 
obtained  from  the  professional  publications:  Industrial 
Security.  Security  ?/orld.  and  the  Journal  of  the  National 
Classification  Management  Society.  The  array  of  other 
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materials  is  large  and  varied,  but  the  value  of  the 
information  obtained  was  not  as  impressive.  This  is 
especially  true  with  regard  to  factual  information  and 
identification  of  the  "real"  problem  areas. 

Extensive  correspondence  with  classification 
personnel  in  government  and  industry  was  the  first  step 
toward  more  meaningful  data.  Then,  a  comprehensive 

lL 

questionnaire  was  developed.  The  questions  were  reviewed 
by  the  Department  of  Defense  Directorate  of  Classification 
Management,  the  American  Society  for  Industrial  Security 
Classification  Management  Committee,  and  a  representative 
of  the  National  Classification  Management  Society.  Over 
100  copies  were  sent  to  classification  personnel  represen¬ 
ting  more  than  80  Defense  contractors.  Candid  returns  from 
41  respondents  were  received.  This,  along  with  attendance 
at  the  annual  seminar  of  the  National  Classification 
Management  Society,  provided  the  most  valuable  and  up-to- 
date  information. 

The  published  sources  provided  the  background 
information.  Personal  correspondence,  interviews,  and  the 
questionnaire  provided  information  relevant  to  the 
problem  areas  and  proposed  solutions. 

4 

See  Appendix  1  for  a  reproduction,  discussion,  and 
evaluation  of  the  questionnaire. 


.III.  LIMITATIONS 

Three  specific  limitations  must  he  delineated. 

First,  the  thesis  contains  no  material  of  a  classified  or 
proprietary  nature.  Information  dealing  with  the  mechanics 
of  classification  is  not  classified  except  in  a  few  extreme 
cases.  The  information  is  what  is  protected  and  not  the 
methodology.  It  is  a  different  story,  however,  with 
proprietary  information.  Many  firms  were  willing  to  give 
accurate  and  factual  responses  so  long  as  the  information 
was  not  linked  to  the  company  name.  This  request  was 
respected.  A  few  firms  were  unwilling  to  provide  certain 
specifics  (e.g.,  the  number  of  classified  documents) 
because  of  company  policy.  Due  to  the  rarity  of  cases  in 
this  latter  category,  this  is  not  considered  a  serious 
limitation. 

Classified  government  contracts  are  awarded  by  the 
Atomic  Energy  Commission,  Central  Intelligence  Agency, 
Department  of  Defense,  Department  of  State,  and  the 
National  Aeronautics  and  Space  Administration.  Because 
the  greatest  impact  and  importance  is  on  Defense  contrac¬ 
tors,  this  study  is  limited  co  Department  of  Defense 
contractors  holding  classified  contracts.  Thus,  classifi¬ 
cation  management  will  be  examined  in  light  of  the 
Department  of  Defense  directives  and  instructions 
pertaining  to  industry  programs. 


The  third  limitation  concerns  a  possible  bias  with 
regard  to  the  questionnaire.  Respondents  were  selected 
from  the  membership  lists  of  the  American  Society  for 
Industrial  Security  and  the  National  Classification 
Management  Society. 5  waa  a  representative 

sample.  The  varying  types  and  intensity  of  interest 
in  the  subject  of  classification  management  as  expressed 
by  the  respondents  leads  the  author  to  believe  that 
perhaps  this  limitation  is  not  as  serious  as  first 
assumed. ^ 

The  above  limitations  were  necessary  to  narrow  the 
topic  sufficiently  to  insure  a  meaningful  presentation. 
None  of  the  limitations  are  felt  to  be  restrictive  with 
respect  to  the  relevance  of  the  material  presented. 

IV.  DEFINITIONS  AND  ABBREVIATIONS 

In  addition  to  the  definitions  presented  in  the 
preceding  portions,  a  glossary  of  terms  and  abbreviations 
in  general  use  throughout  the  thesis  is  needed.  Defini¬ 
tions  have  been  selected  from  the  Industrial  Security 

^For  a  list  of  the  firms  contacted,  see  Appendix  2. 

g 

Participation  (membership)  in  the  professional 
societies  does  not  presuppose  interest  or  activity 
as  much  as  it  represents  a  status  symbol  and  an 
opportunity  to  make  good  contacts. 
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Manual.^  Abbreviations  used  are  those  generally  accepted 
in  writing  today. 


Access.  The  ability  and  opportunity  to  obtain 
knowledge  of  classified  information. 

ASIS.  The  American  Society  for  Industrial  Security. 


Authorized  Persons.  Those  persons  who  have  a 
need-to-know  for  the  classified  information  involved,  and 
have  been  cleared  for , the  receipt  of  such  information. 


Classified  Contract 


_  Any  contract  that  requires 

or  will  require  access  to  blassified  information  by  the 
contractor  or  his  employees  in  the  performance  of  the 
contract. 


Classified  Information.  Official  information, 
including  foreign  classified  information,  which  requires 
protection  in  the  interests  of  National  Defense. 


Cognizant  Security  Office .  The  Defense  Contract 
Administrative  Services  Region  having  contract  administra¬ 
tive  services  jurisdiction  over  the  geographical  area  in 
which  a  facility  is  located. 


Compromise.  A  loss  of  security  resulting  from  an 
unauthorized  person  obtaining  knowledge  of  classified 
information. 

CONFIDENTIAL.  Defense  information  and  material, 
the  unauthorized  disclosure  of  which  could  be  prejudicial 
to  the  defense  interests  of  the  Nation. 


Contractor.  Any  industrial,  educational, 
commercial,  or  other  entity  which  has  executed  a  contract 
with  a  User  Agency  or  a  Department  of  Defense  Security 
Agreement  with  a  Department  of  Defense  agency  or  activity. 

DCASR.  Defense  Contract  Administrat ive  Services 

Region. 


^United  States  Department  of  Defense,  Industrial 
Security  Manual  for  Safeguarding  Classifi ed  Information 
'(Attachment  to  DD  Form  441) ,  DoD  5220.22-M,  (Washington: 
Government  Printing  Office,  1  July  1966),  pp.  2-7. 
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DDC.  Defense  Documentation  Center. 

Declassify.  To  cancel  the  security  classification 
of  an  item  of  classified  material. 

Department  of  Defense  (DoD).  Office  of  the 
Secretary  of  Defense,  department  of  Defense  agencies,  and 
the  Departments  of  the  Army,  Navy,  and  Air  Force. 

Document.  Any  recorded  information  regardless  of 
its  physical  form  or  characteristics,  exclusive  of 
machinery,  apparatus,  equipment,  or  other  items  of  material. 

Downgrade.  To  assign  a  lower  security  classifica¬ 
tion  to  an  item  of  classified  material. 

PSA.  Defense  Supply  Agency. 

Facility.  A  plant,  laboratory,  office,  college, 
university,  or  commercial  structure  with  associated 
warehouses,  storage  areas,  utilities  and  components, 
which,  when  related  by  function  and  location,  form  an 
operating  entity. 

Facility  Security  Clearance.  An  administrative 
determination  that,  from  a  security  viewpoint,  a  facility 
is  eligible  for  access  to  classified  information  of  a 
certain  category  (and  all  lower  categories). 

ISM.  Industrial  Security  Manual. 

Industrial  Security.  That  portion  of  internal 
security  which  is  concerned  with  the  protection  of  classi¬ 
fied  information  in  the  hands  of  U.S.  industry. 

Information.  Knowledge  which  can  be  communicated 
either  orally,  visually,  or  by  means  of  material. 

Material.  Any  document,  product  or  substance  on, 
or  in  which,  information  may  be  recorded  or  embodied. 
Material  shall  include  everything,  regardless  of  its 
physical  character  or  makeup.  Machinery,  documents, 
apparatus,  devices,  models,  photographs,  recordings, 
reproductions,  notes,  sketches,  maps,  letters,  as  well,  as 
all  other  products,  substances  or  materials,  shall 
fall  within  the  general  term  of  material. 

NCMS.  National  Classification  Management  Society. 
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Need -To- Know.  A  determination  made  by  the 
possessor  of  classified  information  that  a  prospective 
recipient,  in  the  interest  of  national  defense,  has  a 
requirement  for  access  to,  knowledge  of,  or  possession 
of  the  classified  information  in  order  to  perform  tasks 
or  services  essential  to  the  fulfillment  of  a  classified 
contract. 

Negotiator.  Any  employee,  in  addition  to  owners, 
officers,  directors,  or  executive  personnel,  who  requires 
access  to  classified  information  during  the  negotiation 
of  a  contract  or  the  preparation  of  a  bid  or  quotation 
pertaining  to  a  prime  or  subcontract. 

Regrade.  To  assign  a  higher  or  lower  security 
classification  to  an  item  of  classified  material. 

SECRET.  Information  or  material  the  unauthorized 
disclosure  of  which  could  result  in  serious  damage  to  the 
Nation;  such  as,  by  jeopardizing  the  international 
relations  of  the  United  States,  endangering  the  effective¬ 
ness  of  a  program  or  policy  of  vital  importance  to  the 
national  defense,  or  compromising  important  military  or 
defense  plans,  scientific  or  technological  developments 
important  to  national  defense,  or  information  revealing 
important  intelligence  operations. 

Security.  The  safeguarding  of  information 
classified  TOP  SECRET,  SECRET,  or  CONFIDENTIAL  against 
unlawful  or  unauthorized  dissemination,  duplication,  or 
observation. 

TOP  SECRET.  Information  or  material  the  defense 
aspect  oF which  is  paramount,  and  the  unauthorized 
disclosure  of  which  could  result  in  exceptionally  grave 
damage  to  the  Nation;  such  as,  (i)  lead  to  a  definite 
break  in  diplomatic  relations  affecting  the  defense  of 
the  United  States  or  its  allies,  a  war,  or  (ii)  the 
compromise  of  military  or  defense  plans,  intelligence 
operations,  or  scientific  or  technological  developments 
vital  to  the  national  defense. 

Unauthorized  Persons ♦  Any  persons  not  authorized 
to  have  access  to  specific  classified  information  in 
accordance  with  the  Industrial  Security  uianual. 

User  Agencies.  The  Office  of  the  Secretary  of 
Defense,  Department  of  Defense  agencies,  and  Departments 
of  the  Army,  Navy,  and  Air  Force. 
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Weapon  System.  A  general  term  used  to  describe  a 
weapon  and  those  components  required  for  its  operation. 

V.  ORGANIZATION  OF  THE  REiiLAItoDER  OF  THE  THESIS 

Chapter  two  will  outline  the  history  of  classifica¬ 
tion  and  classification  management.  A  presentation  of 
classification  management  today  will  conclude  the 
chapter. 

Chapter  three  will  be  an  analysis  of  the 
Department  of  Defense  guidance  given  to  contractors  and 
chapter  four  will  present  an  analysis  of  existing  industry 
programs.  Emphasis  in  these  two  chapters  will  be  on 
current  practices  and  procedures. 

The  focus  of  chapter  five  will  be  on  the  major 
deficiencies  in  classification  today.  The  effects  of 
classification  management  and  recommendations  as  to 
possible  solutions  will  be  offered  in  chapter  six. 

Chapter  seven  will  contain  a  summary  and 
conclusions  with  the  bibliography  and  appendixes 
following. 


CHAPTER  II 


CLASSIFICATION  AND  CLASSIFICATION  MANAGEMENT  TODAY 

It  seems  that  as  far  as  one  can  go  back  in  history’ 

man  has  desired  to  retain  bits  of  knowledge  for  his  own 

use  and  to  the  exclusion  of  others  around  him.  In  recent 

decades,  the  type  and  amount  of  such  "exclusive" 

information  has  grown  beyond  comprehension.  With  respect 

to  government  official  information: 

Classified  documents  are  being  stockpiled 
at  the  rate  of  1373  feet  a  week.  .  .A  one 
million-cubic-foot  stockpile  of  classified 
documents  has  been  created  since  7/.W.  II  - 
three  times  as  much  as  that  created  from 
the  inception  of  the  system.  .  .until  1946. 

As  our  technology  expands,  the  amount  of  information  that 

is  required  to  be  withheld  from  potential  enemies  grows 

at  an  increasing  rate.  Unlike  information  under  the 

Jurisdiction  of  the  Atomic  Energy  Commission  which  is 

"born"  classified,  DoD  information  must  be  assigned  a 

classification  and  a  category.  How  this  has  developed 

and  the  method  of  handling  such  information  from 

conception  through  contract  close-out  is  the  subject  of 

this  chapter. 


^"DOD's  Secret  Files  Just  Grow  and  Grow,"  Missiles 
and  Rockets.  VII  (1  August  I960),  15. 
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I.  .  HISTORY  OF  CLASSIFICATION2 

Document  classification  in  the  United  States  has 
been  used  as  a  form  of  censorship  and  information  control 
since  the  Revolutionary  War.  The  formal,  explicit 
controls  to  which  we  are  subject  today  are  of  recent 
vintage.  World  War  I  brought  the  first  organized 
approach  to  document  classification.  Voluntary  censorship 
began  on  March  24,  1917.  Then,  on  April  13 »  1917 » 
Executive  Order  2594  established  the  Committee  on  Public 
Information.  This  censorship  of  information  released  to 
the  public  did  not  work,  and  the  solution  was  felt  to  be 
"secrecy  at  the  source."  George  Creer,  head  of  the 
Committee  on  Public  Information  during  World  War  I  felt 
that  the  fear  of  unguarded  speech  became  almost  hysterical. 
The  ansv/er  was  to  effect  control  by  the  military  depart¬ 
ments.  His' recommendations  were  the  basis  for  the 
voluntary  censorship  code  of  December  31  *  1940. 

The  military  had  always  used  codes  and  other  means 
of  protecting  information  for  use  in  tactical  operations, 
but  now  the  need  for  control  was  expanded.  Thus,  was 
born  the  classified  document  control  concept.  This  had 

o 

Factual  material  for  this  section  was  extracted 
from  the  testimony  of  Lloyd  Wright,  chairman  of  the 
Government  Commission  on  Government  Security,  given  to 
Congress  on  21  June,  1957*  beginning  with  page  152. 
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teen  nurtured  quietly  until  World  War  II.  Then,  the  need 

for  document  control  was  emphasized,  and  a  rash  of 

classification  categories  arose.  The  military  saw  such 

terms  as  "eyes  only,"  "highly  sensitive,"  "secret,"  and 

other  nomenclature.  It  wasn't  until  1953  that  order  was 

brought  out  of  this  chaos.  On  November  5  of  that  year, 

Executive  Order  10501  was  signed  to  establish  the  present 

classification  system. ^  Among  other  things,  all  official 

information  requiring  protection  was  assigned  one  of 

three  categories;  TCF  SECRET,  SECRET,  and  CONFIDENTIAL. 

The  Department  of  Defense  immediately  implemented  this 

Order,**1  Directions  were  given  to  industry  by  means  of 

the  Armed  Forces  Industrial  Security  Regulation  and  the 

Industrial  Security  Manual.  The  idea  was  to: 

Permit  access  to  classified  information 
to  only  those  trustworthy  individuals  who 
have  been  determined  to  require  such 
information  in  furtherance  of  their 
official  duties. 5 

More  than  three-quarters  of  all  official  informa- 


* 

^Executive  Order  10501  -  Safeguarding  Official 
Information  in  the  Interests  of  the  Defense  of  the  United 
States  C Washington:  Government  Printing  Office , 

November  5,  1953). 

4 

United  States  Department  of  Defense,  Safeguarding 
Official  Information  in  the  Interests  of  the  Defense  of 
the  United  States .  DoD  Directive  5200.1  (Washington: 
Government  Printing  Office,  8  July  1957).  This  supercedes 
the  original  directive  of  19  November  1953. 

t  „  ^Col.  Sidney  Rubenstein,  "Classification  Manage¬ 
ment,"  Industrial  Security.  VI  (October,  1962),  65. 
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tion  is  classified  CONFIDENTIAL.  This  lowest  classifica¬ 
tion  requires  a  minimum  of  protection,  yet  accounts  for 
the  hulk  of  classified  information  today.  The  need  for 
protecting  information  merely  "prejudicial"  to  the  interests 
of  national  defense  has  been  questioned,  and  it  was  even 
proposed  that  the  category  be  eliminated.  Congress  failed 
to  accept  this  recommendation  and  so,  the  CONFIDENTIAL 
files  increase. 

Thus,  from  a  modest  beginning,  classification  has  i 

grown  until  today,  it  affects  the  lives  of  hundreds  of  L 

I 

thousands  of  people,  employs  thousands,  and  costs 
billions  of  dollars  annually.  For  all  of  that,  it  is 
said  that  we  are  only  trying  to  buy  enough  "lead  time"  to 
stay  one  step  ahead  of  our  enemies.6 

II.  .  DEVELOPMENT  OF  CLASSIFICATION  MANAGEMENT 

The  implementation  of  a  classification  management 
program  in  the  Defense  Department  lagged  far  behind  the 
industrial  security  program.  Despite  the  "crash"  ICEM 
program  and  the  bright  Commission  report,  no  real  impact 
was  felt  on  the  DoD  classification  program.? 

^John  V.'.  Wise,  "What  is  Classification  Management? 
Historical  Development  of  the  Program"  (copy  of  a 
speech — no  date.  Space  Systems  Division,  Lockheed 
Missiles  and  Space  Company,  Sunnyvale,  California),  p.  1. 

?Ibid. 
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Then,  because  of  a  rapidly  mounting  inventory  of  classified 


material  was  accumulating  with  no  program  for  regrading 

or  declassification,  the  DoD  implemented  an  Automatic 

Time-Phased  Downgrading  and  Declassification  System  in 
o 

1961.  Executive  Order  10964  established  the  system. 

This  was  the  first  step.  However,  there  was  still  no 
formal  DoD  program  until  1963,  when  the  DoD  Directorate 
of  Classification  Management  was  established.^  Since 
then,  the  User  Agencies  have  established  eimiliar 
programs.*®  A  DoD  Classification  Review  and  Advisory 
Board  was  established,  DoD  Instruction  5210.47,  Security 
Classification  of  Official  Information,  was  implemented, 
and  the  DoD  program  was  put  into  full  swing. 

Industry  interest  in  classification  management 
has  followed  far  behind  the  DoD  programs.  A  classifica¬ 
tion  management  workshop  was  held  by  the  American  Society 
for  Industrial  Security  in  1963.  In  1964,  the  National 


O 

United  States  Department  of  Defense,  Automatic . 

Time  - Phased  Downgrading  and  Declassification  of  Classified 
Defense  Information .  DoD  Regulation  5200,10  (V/ashington: 
Government  Printing  Office,  26  July  1962), 

Q 

''United  States  Department  of  Defense,  Classifica¬ 
tion  Management  Program,  DoD  Directive  5120.33  C Washington: 
Government  Printing  Office,  8  January  1963)  and 
Implementation  of  the  Classification  Management  Program. 

DoD  Instruction  5120.34  (Washington:  Government  Printing 
Office,  8  January  1963). 

*®For  example,  AFR  205-24,  "Classif ication  Manage¬ 
ment  Program"  (Washington,  9  July  1963)  is  the  Air 
Force  program. 
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Classification  Management  Society  was  incorporated.  Thus 
far,  this  society  has  conducted  two  very  successful 
seminars.  Generally,  participation  has  been  individual 
rather  than  corporate  as  companies  with  formal 
classification  management  programs  are  in  the  minority. 

The  Department  of  Defense  has  implemented  a 
classification  management  program  and  has  directed 
User  Agencies  to  do  the  same.  At  this  writing,  the  DoD, 
User  Agencies,  and  the  Defense  Supply  Agency  are  vigorously 
attempting  to  bring  their  programs  up-to-date  with 
classification  needs.  Unfortunately,  the  same  cannot  be 
Said  of  industry.  A  few  large  firms  have  adopted 
successful  programs,  but  the  majority  still  feel  that 
classification  is  a  "necessary  evil"  and  collateral 
function  of  contracts,  administration,  or  security.  Many 
feel  that  the  costs  of  implementing  a  classification 
program  are  much  greater  than  the  potential  benefits. 
However,  professional  organizations  and  the  DoD  are 
attempting  to  educate  management,  and  as  stated  in  the 
first  chapter,  this  is  the  purpose  of  this  thesis. 

III.  CLASSIFICATION  MANAGEMENT  TODAY 

At  this  point,  it  would  be  most  appropriate  to 
acquaint  the  reader  with  the  mechanics  of  classification 
management  as  it  exists  today.  To  do  this,  an  outline 
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of  classification  policy  will  be  given,  beginning  with 
government  direction  and  concluding  with  implementation 
by  industry. 

Department  of  Defense  Direction 

An  idea  is  born.  Prom  this  idea,  military  planners 

must  assess  its  impact  on  our  national  defense.  If  this 

idea  fits  into  one  of  the  categories  of  official 

information,  the  material  is  assigned  a  security 

classification.  Only  the  Defense  Department  has  original 

classification  authority  for  defense  information.^  For 

TOP  SECRET,  these  people  are  listed  by  title.  For  SECRET 

and  CONFIDENTIAL,  the  numbers  of  people  having  original 

12 

classification  authority  are  kept  to  a  minimum.  Once 
the  classification  is  assigned,  the  information  must  be 
protected  from  compromise.  This  protection  will  be 
maintained  until  such  time  as  the  originator  feels  the 
information  can  be  downgraded,  declassified,  or  grouped 


^This  is  a  very  general  interpretation  of 
Section  2  of  Executive  Order  10501 .  The  specific 
departments  and  agencies  having  original  classification 
authority  are  designated  by  the  President.  The  point 
is  that  only  those  agencies  so  designated  and  having 
direct  responsibility  for  national  defense  will  have 
original  classification  authority. 

12 

As  reported  at  the  2nd  Annual  Seminar  of  the 
ROMS  by  the  DoD  Director  of  Classification  Management, 
624  have  TOP  SECRET  classification  authority,  8554  have 
SECRET  authority,  and  52,000  have  CONFIDENTIAL 
classification  authority. 
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In  accordance  with  the  autcnatic  time-phased  downgrading 
and  declassification  system. 

Then,  if  the  information  will  be  needed  for 
performance  of  a  contract,  participating  firms  must  have 
a  facility  clearance  and  have  executed  a  security  agree- 
ment  with  the  DoD  or  User  Agency.  '  Request  for  quote  or 
a  request  for  proposal  is  the  next  step.  The  contract  is 
then  negotiated.  Once  the  contract  has  been  agreed  upon, 
the  firm  begins  work.  Hopefully,  the  security  require¬ 
ments  have  been  given  to  the  firm  before  the  start  of  the 
14 

project.  Prom  this,  the  contractor  has  an  idea  of  what 
is  to  be  expected  with  regard  to  information  protection. 
The  provisions  of  the  Industrial  Security  Manual  are 
effected  to  provide  the  proper  planning,  organization, 
and  control  of  the  classified  materials. 

Jurisdiction  for  the  performance  of  the  contract  is 
assigned  to  the  Defense  Contract  Administrative  Services 
Region  in  the  area  where  the  contractor  facility  is 
located.  These  regional  offices  insure  a  centralized 


1* 

'See  Appendix  3  for  a  copy  of  DD  Form  441, 
"Securi ty  Agreement . " 

14 

The  formal  method  is  by  use  of  DD  Form  254, 
Security  Requirements  Checklist .  The  next  chapter  will 
discuss  "this  form  more  fully.  See  Appendix  4  for  a  copy 
of  this  form  and  also,  DD  Form  254-1.  Often,  this  form 
is  not  available  at  the  start  of  the  contract  and 
supplemental  guidance  must  be  given  in  the  form  of 
a  letter. 
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management  control  of  DoD  contracts.  Security 
cognizance  has  been  delegated  to  the  DCASR  offices,  and 
the  security  representative  is  responsible  for  insuring 
contractor  compliance  with  the  Industrial  Security 
Regulation,  the  Industrial  Security  Manual,  and  contractual 
specifications  imposed  by  the  specific  DD  Form  254.  The 
Defense  Supply  Agency  Office  of  Industrial  Security  has 
over-all  security  responsibility  and  conducts  field  visits 
along  with  security  representatives  of  the  various  User 
Agencies  involved.  The  DSA  Office  of  Industrial  Security 
is  also  the  office  of  primary  responsibility  for 
preparation  and  maintenance  of  the  Industrial  Security 
Regulation  and  Industrial  Security  Manual . 

In  summary  then,  only  the  government  can  classify. 
The  information  that  is  to  be  protected,  along  with  the 
requirements  for  protection  are  identified  to  the 
contractor.  Compliance  is  then  monitored  by  the 
Defense  Supply  Agency  DCASR  office  having  security 
cognizance  over  the  facility. 


^Robert  Donovan,  "The  'New  Look'  in  Industrial 
Security"  (unpublished  manuscript).  This  explains  the 
reorganization  of  the  Cognizant  Security  Offices  as  a 
result  of  Project  60  adopted  by  Mr.  McNamara  soon  after 
assuming  office.  This  project  resulted  in  the 
consolidation  of  over  200  existing  organizations  in  the 
military  departments  into  a  single  unit  responsible  for 
contract  administration. 
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Industry  Implementation 

Upon  receipt  of  the  contract  DD  Form  25^-  from  the 
User  Agency,  the  contractor  must  interpret  what 
information  needs  protection  and  disseminate  these 
requirements  to  all  interested  agencies  in  the  firm. 

This  task  is  usually  the  responsibility  of  the  contracts 
office,  administrative  office,  industrial  security  office, 
or,  in  the  case  of  a  few  large  firms,  the  classification 
management  office.  At  the  same  time,  physical  security 
requirements  are  identified  and  implemented  (e.g.  secure 
storage  areas,  restricted  areas,  locks,  fences,  etc.). 

As  mentioned  previously,  only  the  government  has 
original  classification  authority.  However,  derivative 
materials  must  be  identified  and  handled  in  the  same 
manner  as  the  original  information.  This  is  a  difficult 
task.  Usually,  the  technical  and  engineering  people  are 
the  best  qualified.  Their  knowledge  of  system  theory 
enables  them  to  better  understand  the  concepts. 
Unfortunately,  these  same  people  are  not  known  for  their 
interest  in  security. 

Once  the  information  is  identified,  it  must  be 
marked  and  stored  in  compliance  with  the  Industrial 
Security  Manual.  Then,  a  constant  control  is  necessary  to 
insure  accountability.  This  involves  account  numbers, 
signing  for  material  use,  and  inventory  at  frequent 


21 

intervals.  It  is  this  portion  of  the  classification 
management  program  at  which  the  fate  of  the  facility 
clearance  is  most  crucial. 

Regrading  and  declassification  is  the  responsibility 
of  the  originator  of  the  material*  but  the  review  and 
maintenance  of  the  automatic  system  is  the  responsibility 
of  the  user.  A  constant  review  for  content  is  necessary, 
and  often  the  user  must  request  a  reevaluation  of  the 
classification  to  insure  the  currency  of  the  classifica¬ 
tion  category.  Finally,  when  a  document  is  no  longer 
needed,  the  contractor  must  destroy  it  in  accordance  with 
appropriate  directives.  This  usually  involves  facilities 
for  shredding,  burning,  or  pulping. 

On  the  close-out  of  the  contract,  the  classified 
material  must  be  destroyed,  returned  to  the  Defense 
Documentation  Center,  or  returned  to  the  User  Agency. 
Regardless  of  whether  or  not  the  material  was  furnished 
by  the  customer  or  developed  by  the  company,  the  DoD 

16 

requires  that  no  unnecessary  classified  be  retained. 

The  idea  is  that  no  excess  of  classified  inventories 
should  be  maintained  by  industry,  thus  making  primary 

16 

To  further  qualify  this  statement,  documents 
may  be  retained  if  they  are  necessary  to  support  a 
financial  audit  of  the  contract  by  the  customer  or 
Government  Accounting  Office. 


the  concept  of  need-to-know  over  contractor  proprietary 
information. 


Prom  the  receipt  of  the  security  requirements 
through  contract  close-out,  the  contractor  is  closely 
regulated.  Chapter  4  will  explain  many  of  these  areas 
in  greater  detail,  hut  it  is  hoped  that  the  reader  now 
has  enough  of  a  background  to  identify  some  possible 
problem  areas. 

IV.  THE  SPECIAL  CASE  FCR  RESEARCH  AND  DEVELOPMENT 


In  the  scramble  to  adjust  the  security  requirements 
to  a  feasible  set  of  rules,  research  and  development  firms 
claim  that  their  interests  have  been  subordinated  to  those 
of  the  hardware  producers.  Research  and  development 
firms,  in  general,  desire  a  different  set  of  procedures 
to  facilitate  their  work. 

As  a  rule,  any  individual  in  possession  of 
information  that  he  feels  may  be  classified,  must  protect 
it  at  the  highest  level  of  classification  necessary  until 
such  time  as  an  official  determination  is  made  by  a 
classifying  official.17  This  requires  that  personal  notes, 
worksheets,  models,  etc.,  be  classified  when  the  informa¬ 
tion  is  thought  to  have  security  implications.  Often  an 


17, 


Executive 

"Exceoti  orTal  /'acoc 


Order 

71 - 


10501 .  Section  15, 
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official  determination  requires  a  great  deal  of  time* 

Prom  the  point  of  view  of  the  researcher,  it  means  that 

work  must  he  confined  to  the  laboratory  and  all  notes  and 

scraps  must  be  laboriously  gathered,  marked,  grouped,  and 

accounted  for  at  all  times.  Many  researchers  avoid 

18 

classified  work  because  of  these  restrictions.  Strict 

adherence  to  the  rules  is  easily  understood  by  the 

security  man  but  not  the  technical  man.  This  conflict 

often  leads  to  nothing  being  classified  until  such  time  as 

19 

the  end  product  or  answer  is  achieved.  7  Otherwise,  a 

great  deal  of  time  and  effort  is  expended  in  accounting 

for  documents  that  may  not  need  classified  controls. 

New  regulations  for  scientific  and  technological 

information  are  being  devised  to  correct  the  more  serious 
20 

problems.  These  can  only  facilitate  the  basic 
requirements,  not  replace  them.  As  research  and 
development  gets  a  bigger  piece  of  the  Defense  pie,  its 

18 

This  point  was  emphasized  many  times  by  the 
scientists  present  at  the  NCMS  seminar. 

19 

^Obviously,  such  a  statement  cannot  be  documented. 
However,  this  exact  result  was  mentioned  in  connection 
with  comments  relevant  to  R  &  D  facilities  and  the  new 
requirements  imposed  by  the  revised  Industrial  Security 
Manual  at  the  last  NCiiS  seminar,  " 

on 

For  example;  APR  205-29,  Classification  Criteria 
and  Factors  for  Scientific  and  Technical  Information, 
Department  of  the.  Air  Force  (Washington :  Government 
Printing  Office,  1  ilarch  1965). 
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voice  will  get  stronger.  But  so  long  as  the  protective 
requirements  remain  the  same,  research  and  development 
will  have  problems  dissimiliar  to  those  of  the  hardware 
producers. 

V.  SUMMARY 


The  objectives  of  management  procedures  in 
classification  have  been  to  insure  that: 

1.  Classification  and  declassification  policies, 
standards,  and  criteria  are  responsive  to 
the  current  needs  of  the  Department  of 
Defense. 

2.  Individual  classification  determinations 
are  accurate  and  consistent  and  reflect  the 
corporate  judgment  of  the  DoD. 

3.  Overclassification  is  prevented  to  the 
maximum  extent  possible  and  scrupulously 
avoided. 

4.  Declassification  is  facilitated  by  prompt 
and  timely  actions. 

5.  All  aspects  of  classification  and  declassi¬ 
fication  are  effectively  administered  at  all 
levels  in  the  Department  of  Defense  and  in 

industry. 21 

Prom  the  time  of  the  Wright  Commission  to  now,  the 
criticism  has  been  that  overclassification  is  the  cause  of 
the  majority  of  the  problems.  But,  the  penalty  is  much 
less  severe  for  this  than  the  failure  to  classify 


21 

Rubenstein,  op.  cit . ,  p.  64. 
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information  that  requires  protection.  "When  in  doubt, 
classify”  seems  to  be  the  byword.  Doubt  is  prone  to  occur 
more  often  today  as  our  technological  discoveries  outrun 
our  understanding  of  these  discoveries. 

Progress  has  been  made.  We  have  gone  from  the 
classification  of  "things”  to  an  emphasis  on  "information,” 

pp 

no  matter  what  form  this  information  may  take. 
Overclassification  is  a  product  of  the  system  as  it  exists 
today.  Specific  problems  will  be  discussed  in  later 
chapters.  With  this  background,  we  move  to  a  more 
detailed  discussion  of  DoD  guidance  and  direction  gxven 
to  the  contractor. 
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Wise,  0£.  cit . ,  p.  3 


CHAPTER  III 


DEPARTMENT  OF  DEFENSE  GUIDANCE 

This  chapter  will  discuss  the  DoD  classification 
guidance  given  to  the  Defense  contractor.  The  basic 
documents,  Executive  Order  10501 «  DoD  Instruction  5210.47, 

and  DoD  Directives  5200.1  and  5120.33  will  be  the  starting 

> 

point.  A  discussion  of  the  automatic  time-phased 
downgrading  and  declassification  system  will  follow. 

i|  I 

Then,' more  specific  areas  with  regard  to  contractor 
guidance  will  be  covered.  DD  Form  254,  the  Industrial 
Security  Regulation,  and  the  Industrial  Security  Manual 
will  be  discussed. 

Supporting  materials  for  discussions  of  contractor 
guidance  will  be  from  the  questionnaire  and  comments  of 
participants  at  the  1966  Seminar  of  the  National 

Classification  Management  Society. 

I 

I.  BASIC  REQUIREMENTS 

Classification 

As  mentioned  in  the  preceding  chapter,  the  most 

basic  document  with  regard  to  classification  is 

Executive  Order  10501 .  This  nine  page  document  has 

twenty  sections  covering  the  limitations  of  authority  to 

26 
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classify,  methods  of  classification,  requirements  for 
marking,  custody  and  transmission  requirements, 
accountability  guidance,  and  regrading,  declassification, 
and  destruction  requirements.  Review  to  insure  the 
safeguarding  of  classified  defense  information  is 
assigned  to  the  National  Security  Agency.  The  DoD  and 
User  Agencies  must  also  assign  individuals  to  continually 
review  the  implementation  of  the  order.  Although  the 
document  directs  these  safeguards  against  the  withholding 
of  information  from  the  public  that  they  have  a  right  to 
know,  it  is  impossible  for  one  individual  or  agency  to 
review  all  the  classified  in  existence  for  content 
and  analysis. 

The  DoD  expands  the  order  with  DoD  Directive  5200.1. 
Specific  areas  which  needed  clarification  are  reviewed. 

Some  of  these  are  code  words,  photographs,  methods  of 
transmission,  and  requirements  for  combat  related 
operations.  Bach  User  Agency  expands  even  further  with 
specific  regulations,  but  this  is  a  common  procedure  when 
applying  general  directives  to  specific  situations. 

DoD  Instruction  5210.47,  Security  Classification 
of  Official  Information,  defines  the  techniques  and 
procedures  for  classification.  Authority  to  classify  is 
assigned  and  derivative  classification  procedures  are 
explained.  Principles  and  criteria  for  classification 
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are  outlined  and  a  section  is  devoted  to  the  mechanics 
of  classification.  Review  of  classified  guidance  is 
directed  to  he  on  a  yearly  basis.  This  review  is  supposed 
to  consider  content  as  well  as  accounting  accuracy. 

The  standards  required  by  this  instruction  were 
applied  to  the  military  upon  implementation,  in  early 
1965.  However,  the  Industrial  Security  Program  was  not 
included  until  the  recent  revisions  to  the  Industrial 
Securi ty  Regulation  and  Industrial  Security  Manual. 
Classification  Management 

The  first  step  toward  a  DoD  classification 
management  program  was  DoD  Regulation  5200.10,  dated 
26  July  1962.  This  regulation  established  a  continuing 
system  for  automatically  downgrading  and  declassifying 
classified  defense  information  originated  by  or  under  the 
jurisdiction  of  the  DoD  (and  other  agencies).  All  classi¬ 
fied  defense  information  (excluding  Atomic  Energy  Commis¬ 
sion  information  for  our  purposes)  must,  when  issued,  be 
placed  into  one  of  four  groups.  The  grouping  and 
authority  is  narked  on  the  front  of  the  document.  See 
Figure  1  for  the  specific  group  requirements. 

Group  1  and  2  documents,  because  of  their  sensi¬ 
tivity,  will  never  be  autom  itically  downgraded  or 
declassified.  The  problem  here  is  evident.  Constant 
review  and  evaluation  is  necessary  to  insure  the 
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FIGURE  1 


AUTOMATIC  DOWNGRADING  AND  AUTOMATIC  DECLASSIFICATION  CHART 


GROUP  1  DOCUMENTS 


GROUP  2  DOCUMENTS 


(TS)  (S)  (0)  (TS)  (S) 


REMAIN  SAME  CLASSIFICA¬ 
TION  INDEFINITELY,  UNLESS 
DOWNGRADED  OR  DECLAS¬ 
SIFIED  BY  THE  ORIGINATING 
AUTHORITY,  OR  BY  A  HIGHER 
OFFICIAL  IN  THE  CHAIN  OF 
COMMAND. 

REMAIN  SAME  CLASSIFICA¬ 
TION  INDEFINITELY,  UNLESS 
DOWNGRADED  OR  DECLAS¬ 
SIFIED  BY  THE  ORIGINATING 
AUTHORITY,  OR  BY  A  HIGHER 
OFFICIAL  IN  THE  CHAIN  OF 
COMMAND . 


GROUP  3  DOCUMENTS 
(TS)  (S)  (C) 

12  YRS.  (S)  (6) 


GROUP  4  DOCUMENTS 


(TS)  (S)  (C) 


3  YRS. 
6  YRS. 
12  YRS. 


(S)  (C) 

(C) 

(U)  (U)  (U) 


24  YRS.  (C) 


REMAIN  CONFIDENTIAL  INDEFINITELY 
UNLESS  DECLASSIFIED  BY  THE 
ORIGINATING  AUTHORITY  OR  3Y  A 
HIGHER  OFFICIAL  IN  THE  CHAIN  OF  COMMAND. 
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information  is  properly  classified* 

Group  3  and  4  documents  do  provide  for  automatic 

actions.  But,  in  the  rapid  pace  of  our  technology  today, 

the  amount  of  time  needed  for  action  seems  inappropriate. 

Many  classified  items  today  will  he  obsolete  in  ten  years, 

hut  they  would  still  be  classified  CONFIDENTIAL.  It  is 

said  that  this  is  the  reason  that  the  radar  set  for  the 

B-17  bomber  is  still  classified.  Spokesmen  for  defense 

and  industry  express  hope  that  the  time  requirements  for 

;he  automatic  actions  will  be  reduced  in  the  near  future. 

No  formal  DoD  classification  management  program 

existed  until  January  of  1963*  At  that  time,  DoD 

Directive  5120.33  was  implemented.  It  established,  under 

the  Assistant  Secretary  of  Defense  (Manpower),  a 

classification  management  organization  to: 

•  •  .establish  policies,  standards  and 
criteria  for  the  classification  and 
declassification  programs  of  the  DoD 
and  will  be  the  focal  point  in  the 
DoD  for  resolution  of  questions 
pertaining  to  classification  and 
declassification.-*- 

With  this,  the  classification  management  program  in  the 
DoD  was  begun.  It  was  implemented  with  the  sister 
Instruction  5120.34  which  established  the  DoD  Directorate 


United  States  Department  cf  Defense,  Classifica¬ 
tion  Management  Program.  DoD  Directive  5120.53 
(Washington:  Government  Printing  Office,  8  January  1963), 
paragraph  II  B. 
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of  Classification  Management.  The  duties  of  this  agency 
included  monitoring  the  classification  guides  given  to 
industry,  and  insuring  the  DD  Form  254  used  by  industry 
was  reflecting  accurate  security  classifications  on  a 
current  basis.  This  leads  us  to  a  discussion  of 
these  items. 

II.  INDUSTRY  CLASSIFICATION  GUIDANCE 

Industrial  Security  Regulation 

DoD  5220. 22-R  is  the  Industrial  Security  Regulation. 
This  governs  the  industrial  security  relationships  of  the 
Defense  Department  with  industry.  Section  I,  part  3* 
assigns  security  cognizance  of  the  DoD  industrial  security 
program  to  the  Defense  Supply  Agency.  This  cognizance 
implies  constant  monitoring  of  the  industry  program  to 
include  periodic  security  inspections  of  the  facility. 

User  Agencies  are  not  precluded  from  making  inspections 
of  contracted  firms  so  long  as  the  proper  coordination 
is  maintained  with  the  cognizant  security  office.  These 
inspections  are  the  basis  for  the  firm  maintaining  its 
facility  clearance. 

Section  IV  sets  the  standards  for  the  security 
inspections.  To  achieve  uniformity,  an  Industrial 
Security  Inspection  Checklist  (DD  Form  696)  is  used. 
Unfortunately,  this  checklist  is  of  the  "yes  or  no" 
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variety  with  little  room  for  general  comments.  A  single 
reference  to  classification  management  is  made  in  that 
one  question  deals  with  contractor  review  of  DD  Form  254 
for  each  current  contract.  No  mention  is  made  of  a 
contractor  classification  management  program  nor  is  the 
inspector  really  concerned  with  the  techniques  of  con¬ 
tractor  management  of  classified  inventories. 

Section  VII  of  the  regulation  deals  with  security 
classification  and  declassification,  hut  this  is  rather 
descriptive.  Actual  requirements  are  explained  in  the 
Industrial  Securi ty  Manual. 

Industrial  Security  Manual 

The  Industrial  Security  Manual  (DoD  5220.22 -M) 
was  recently  revised  and  is  dated  1  July  1966.  It  has 
grown  from  a  28  page  document  into  a  giant  of  256  pages. 

Our  attention  will  he  focused  on  Section  II,  "Handling  of 
Classified  Information."  It  is  this  section  which  expands 
(for  industry)  the  requirements  of  DoD  Instruction  5210.4?. 
Paragraph  10a  defines  the  intent: 

•  .  .Contractors  are  encouraged  to  advise 
and  assist  in  the  development  of  the 
classification  guidance  in  order  that 
their  technical  knov/ledge  may  he  utilized 
and  they  may  he  in  a  better  position  to 
anticipate  the  security  requirements 


2 

See  Appendix  5  for  a  copy  of  this  checklist. 
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under  the  contract  and  organize  their  a 
procedure  and  physical  layout  accordingly. 

The  question  is,  do  negotiations  carry  out  the  tenor  of 

this  statement?  The  answer  generally,  is  a  negative 

one — especially  since  security  requirements  are  not 

negotiated.  At  the  recent  NCMS  seminar,  however,  a  few 

firms  reported  excellent  success  in  assisting  with 

security  guidance.  These  representatives  also  added  that 

a  great  deal  depends  on  the  government  negotiator. 

Industry,  has  voiced  an  almost  unanimous  criticism 

V 

against  the  provisions  of  paragraph  11a,  "Initial 
Marking."  This  paragraph  sets  the  standards  for  the 
marking  of  classified  documents.  As  an  example,  the  front 
and  back  of  the  document  must  be  marked  with  the  highest 
classification  contained  therein.  Each  page  will  be 
marked,  top  and  bottom,  with  the  highest  classification  of 
information  contained  on  either  side  cf  the  page.  Finally, 
each  paragraph  will  be  preceded  with  a  notation  £a  (TS), 
(S),  or  (C)  to  denote  the  level  of  classification,  and  a 
(U)  if  no  classification  is  involved^]  identifying  the 
highest  level  of  information  found  in  the  paragraph.  It 
is  this  last  provision  which  has  caused  industry  the 

* 

'United  States  Department  of  Defense,  Industrial 
Security  Manual  for  Safeguarding  Classified  Information. 

DoD  5220. ^2-ii  (Washington:  Government  Printing  Office, 

1  July  1966),  p.  25. 


greatest  distress.  Specific  problems  will  be  discussed 
in  chapter  5»  but  it  must  be  said  that  the  military  has 
implemented  this  provision  very  successfully. 

The  computer  age  has  also  caused  problems.  The 
manual  attempts  to  deal  with  procedures  for  protecting 
information  stored  on  computer  memory  drums  and  magnetic 
tapes.  However,  a  computer  is  often  used  for  a  great 
deal  of  unclassified  work  such  as  inventory  and  payroll, 
and  so  accomplishment  of  these  tasks  is  often  hindered 
because  of  document  control,  restricted  areas,  and  other 
security  requirements. 

It  is  not  the  intent  to  relate  each  requirement  of 
the  manual.  The  purpose  of  the  discussion  has  been  to 
acquaint  the  reader  with  the  expanding  nature  of  each 
document  as  we  go  from  the  original  directive  to  the 
specific  requirements  imposed  on  the  contractor.  Despite 
the  troublesome  areas  discussed,  the  contractor  is  given 
specific  guidance  and,  at  the  same  time,  is  allowed 
sufficient  latitude  for  implementing  the  requirements 
with  regard  to  the  individual  contract  and  the  nature  of 
his  facility. 

DD  Form  254 

Without  exception,  every  individual  working  in  the 
classification  field  has  an  opinion  of  DD  Form  254, 
Security  Requirements  Cnecklist .  It  is  this  form  that 
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identifies  to  the  contractor  the  security  classification 
of  the  end  product,  and  the  portions  of  the  contract  that 
affect  the  over-all  classification.  An  examination  of 
this  fora  (which  is  reproduced  in  Appendix  4)  will 
facilitate  its  understanding  and  use.  For  example,  if 
the  range  of  a  missile  to  he  built  by  the  XYZ  Corporation 
is  designated  SECRET  by  the  classifying  official,  at  the 
time  of  request  for  proposal,  request  for  quote,  or 
during  the  actual  negotiation  of  the  contract,  the  User 
Agency  should  have  presented  a  completed  DD  Form  254  to 
the  company.  The  contract  would  be  identified  on  the 
first  page.  Then,  in  section  12^-,  an  "X"  would  be  placed 
in  the  SECRET  block  (with  a  notation  indicating  maximum, 
minimum,  or  optimal  range).  This  identifies  the  specific 
part  of  the  project  which  requires  protection.  If,  at  a 
later  date,  the  classifying  official  feels  that  the 
range  need  only  to  be  classified  CONFIDENTIAL,  a  revised 
DD  Form  254  would  be  issued. ^  Then,  upon  completion  of 
the  contract,  a  final  DD  Form  254  is  issued,  proportedly 
to  assist  in  evaluating  materials  that  may  be  retained  by 
the  contractor.  If  this  system  appears  simple,  the 
reason  is  because  it  is.  In  fact,  it  is  too  simple. 

a 

Note  that  this  would  be  issued  and  not  negotiated. 
However,  the  contractor  can  request  an  evaluation  of  the 
classification  in  an  attempt  to  clarify  the  item  or 
request  regrading  or  declassification. 
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Taking  the  above  example,  we  don't  knov/  exactly  what 
makes  the  range  classified.  It  could  be  the  type  of 
material  used  in  the  missile  housing,  the  propellant,  or 
the  aerodynamic  properties  of  the  missile  itself.  This 
absence  of  detail  leads  to  a  great  deal  of  confusion  as 
will  be  explained  more  fully  in  chapter  five. 

III.  SUMMHY 

To  summarize,  the  general  guidance  provided  by 
the  DoD  is  excellent.  The  techniques  of  application 
correspond  to  the  philosophy  of  classification.  The 
DoD  has  attempted  to  keep  pace  with  classification  needs, 
and  with  the  exception  of  the  automatic  downgrading  and 
declassification  system,  it  has  succeeded. 

However,  specific  guidance  given  to  the  contractor 
in  the  form  of  the  Security  Requirements  Checklist  is 
definitely  not  adequate.  This  has  additional 
consequences  in  that  this  is  the  most  crucial  portion  of 
guidance  given  to  the  individual  contractor.  It  seems 
that,  for  once,  there  is  a  clear  picture  of  the  forest, 
but  difficulty  in  identifying  the  individual  trees. 
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CHAPTER  IV 
INDUSTRY  PROGRAMS 

To  be  consistent  with  the  definition  of  classifi¬ 
cation  management  presented  in  the  introduction,  industry 
programs  will  be  described  with  regard  to  staffing, 
planning,  organizing,  and  controlling.  Industry 
publications  and  interviews  with  industry  personnel 
provided  a  great  amount  of  material  for  this  chapter. 

The  questionnaire  results  proved  to  substantiate  the 
analysis. 

Despite  the  questionnaire  tabulations  in  Appendix  1, 
only  a  very  small  percentage  of  firms  have  formal 
classification  management  programs.  It  was  felt  that 
many  respondents  were  defensive  when  asked  about  the 
existence  of  such  a  program  as  a  negative  answer  might 
imply  failure  to  comply  with  DoD  regulations.  The  fact  is 
that  classification  management  on  the  industry  level  is 
most  often  conducted  as  a  part-time  duty  of  the  industrial 
security  office.^  This  task  is  usually  in  addition  to 

■^The  questionnaire  substantiates  this  with 
question  six.  Many  industry  representatives  admitted  that 
although  they  had  a  classification  management  program 
on  paper,  they  were  unable  to  devote  any  time  to  it 
because  of  more  pressing  responsibilities. 
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management  of  the  guard  force,  personnel  clearances, 
access  control,  physical  plant  protection,  and  other 
areas  dealing  more  directly  with  traditional  security 
responsibilities. 

Because  accountability  of  TOP  SECRET  and  SECRET 

documents  is  a  requirement  of  all  holders,  every  contractor 

2 

assigns  an  agency  to  be  responsible  for  this  task.  This 
is  established  as  the  company  "classification  management 
program,"  but  one  that  is  a  far  cry  from  what  the  original 
definition  would  suggest. 

I.  STAFFING 

Full-time  classification  management  representatives 
are  a  rarity.  The  survey  reports  only  six  companies  with 
such  a  job  description.  Generally,  the  companies  were 
ones  with  large  amounts  of  classified  materials.  The  job 
descriptions  resembled  the  Industrial  Security  Manual  when 
describing  purpose  and  objectives.  Figure  2  presents  two 
examples.  Salary  scales  ranged  from  $600-1100  monthly 
depending  on  the  size  of  the  company.  No  special  back¬ 
ground  was  required,  except  that  a  college  degree  was 
important.  Experience  in  the  administrative  security 
field  was  considered  very  helpful.  However,  it  is 


p 

Section  7a  of  Executive  Order  10501  and  par.  12a 
of  the  Industrial  Security  Manual . 
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FIGURE  2 


TWO  CLASSIFICATION  JOB  DESCRIPTIONS 


1.  CLASSIFICATION  MANAGEMENT  REPRESENTATIVE 
OCCUPATIONAL  SUMMARY 

Collaborates  in  development  and  maintenance  of  Division 
Clasrification  Management  Program.  Under  minimum 
supervision  acts  as  prime  point  of  contact  within  Division 
and  to  customer  on  classification  matters  pertaining  to 
assigned  programs  or  projects.  Serves  on  joint  contractor/ 
government  classification  committees  as  required. 

Interprets  customer  classification  requirements  for 
assigned  programs  and  prepares  detailed  classification 
guidance  for  company  and  subcontractor  use. 

WORK  PERFORMED 

Participates  in  maintaining  a  close  working  relationship 
with  customer  technical  program  offices  and  affected 
government  agencies  which  generate  classification 
requirements  for  Division  contracts.  Serves  as  required 
on  customer  joint  classification  committees  and  study 
groups.  Keeps  supervision  apprised  as  to  classification 
aspects  of  assigned  programs,  including  problem  areas 
and  achievements. 

Reviews ‘and  interprets  new  contract  classification 
requirements  with  affected  .  .  .project  organizations. 
Prepares  and  maintains  detailed  classification  guidance 
for  .  .  .and  customer  use.  Furnishes  .  .  .employees 
with  supplemental  guidance  as  necessary  to  assist  them  in 
making  appropriate  classification  determinations. 

Prepares  and  documents  recommended  changes  to  prime 
contract  classification  requirements. 

Is  responsible  for  assigning  proper  classification  to 
material  and  documents  reviewed  and  performs  classification 
reviews  for  purposes  of  downgrading  or  determining  initial 
classification  of  material  and  documents. 

Coordinates  disposition  and  retirement  actions  for 
classified  documentation  associated  with  terminated/ 
completed  prime  contracts. 
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FIGURE  2  (CONTINUED) 


Indoctrinates  and  briefs  Division  employees  in 
classification  management  philosophy,  Division  procedures, 
and  classification  techniques. 

Advises  and  confers  with  engineering,  manufacturing  and 
support  organizations  in  regard  to  classification 
activities  for  established  or  proposed  programs. 

Prepares  and  revises  on  a  timely  basis  classification 
specifications  for  all  classify  -id  subcontracts  relating 
to  assigned  programs. 

Monitors  subcontractors  (in  coordination  with 
subcontracts  and  technical  organizations)  to  insure  com¬ 
pliance  with  subcontract  classification  requirements. 

Keeps  Classification  Management  Representative,  Senio 
advised  of  status  or  problem  areas. 

EDUCATION  AND  EXPERIENCE  REQUIRED 

Normally  requires  a  degree  in  a  technical  field  or 
business  administration,  or  the  equivalent,  and  six  years 
of  experience  in  the  field  of  classification  management. 


41 


FIGURE  2  (CONTINUED) 


2.  JOB  TITLE:  CLASSIFICATION  CONTROL  REPRESENTATIVE 

NORMAL  REPORTING  RELATIONSHIP:  Corporate  Technical 

Information  Officer 

BASIS  OF  EXEMPTION:  Administration 

A.  PRIMARY  PURPOSE: 

Serves  as  corporate  advisor  and  representative  in 
matters  relating  to  technical  document  and  classified 
information  control  by  developing  classified 
inventory  control  systems  to  insure  compliance  with 
corporate  policies  regarding  pertinent  contractual 
agreements  with  the  Department  of  Defense. 

B.  MAJOR  DUTIES: 

1.  Develops;  corporate  classified  information  control 
systems  and  provides  guidance  and  direction  in 
their  implementation  to  provide  instant 
accountability  of  classified  documents  at  all 
locations  .  .  . 

2.  Provides  guidance  and  counsel  to  corporate 
personnel,  resolving  problems  associated  with 
document  control  procedures  such  as  those 
Involving  document  reproductions,  handling, 
transmitting,  recovering,  upgrading,  and  down¬ 
grading  by  analyzing  alternate  approaches  where 
only  general  or  vague  guidance  exists,  where 
precedent  is  totally  lacking,  and  when  special 
tact  and  diplomacy  are  required  to  handle 
document  control  problems  resulting  from 
misclassifications. 

3.  Directs  and  participates  in  audits  of  classified 
material  inventories  at  information  control 
stations  to  insure  conformance  with  established 
control  standards;  in  this  connection,  analyzes 
current  relevant  security  requirements  and 
regulations,  evaluates  current  procedures,  and 
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FIGURE  2  (CONTINUED) 


develops^)  recommendations  for  improved  methods  of 
classified  inventory  control  to  avoid  security 
violations  resulting  from  recording  and 
handling  errors  .  .  . 

4.  Assures  proper  control  of  classified  information 
by  developing  corporate  guidelines  and  procedures 
through  liaison  with  the  Security  LSanager  .  .  . 
and  by  evaluating  alternate  methods  of  complying 
with  such  requirements  to  facilitate  internal 
operating  effectiveness  while  assuring  conformance 
with  legal  requirements. 

5#  Presents  briefings  to  military  personnel  and 
government  contracting  agencies  regarding 
current  document  control  systems  and  procedures. 

6.  Conducts  investigations  to  resolve  questions 
involving  documents  which  are  not  instantly 
sighted  or  which  appear  to  be  mishandled  or 
incorrectly  marked;  implements  corrective 
measures  to  remedy  flaws  in  current  document 
control  procedures  and  thus  prevent  security 
violations. 

7.  Directs  the  activities  of  the  Classification 
Control  Assistant  in  matters  pertaining  to 
classification  controls,  providing  assistance 
in  the  resolution  of  difficult  problems,  and 
engaging  in  on-the-job  training  in  advanced 
phases  of  new  classification  controls,  plans 
and  programs. 

8.  Assists  the  Corporate  Technical  Information 
Officer,  as  required,  in  the  formulation  and 
implementation  of  new  information  control  plans 
and  programs . 

9-  Studies,  analyzes  and  reports  on  the  status  of 
corporate  information  control  activities. 
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difficult  to  generalize  about  a  minority.  It  can  be  said 
with  reasonable  assurance  that  a  career  in  classification 
management  would  be  limited  with  respect  to  advancement 
both  within  and  without  the  corporate  structure. 

Classification  management  is  often  an  additional 
duty  given  to  an  administrative  assistant  in  the  technical, 
information,  administration,  or  contracts  offices.  The 
salary  is  higher,  but  total  responsibilities  are  greater. 
Specific  classification  duties  become  less  important  to 
the  engineer  or  administrative  assistant  because 
advancement  lies  in  his  specialty — not  classification. 

By  far,  the  majority  of  programs  are  handled  as  a 
part-time  function  of  the  industrial  security  office. 

This  is  because  the  physical  accountability  of  classified 
documents  is  directly  related  to  security,  and  a 
compromise  or  loss  of  a  document  is  a  security  matter. 
However,  the  marking  of  documents  is  usually  given  to  the 
administrative  office.  Document  control  may  or  may  not 
be  a  part  of  the  security  function.  The  contracts  office 
usually  handles  communication  regarding  declassification 
or  regrading  action.  If  any  content  review  of  classifi¬ 
cation  is  conducted,  it  is  most  likely  to  be  accomplished 
by  the  engineering  or  technical  staff.  The  industrial 
security  officer  periodically  conducts  inspections  to 
insure  proper  marking,  automatic  downgrading  and 
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declassification  actions,  and  physical  accountability. 

In  effect,  industrial  security  personnel  are  performing 
their  usual  monitor  and  control  functions  v;ith  regard  to 
classification,  and  these  functions  are  the  direct  result 
of  requirements  contained  in  the  Industrial  Security 
Manual . 

Formal  classification  management  programs  are  few 
in  number.  The  part-time  programs  are  really  a  hodge¬ 
podge  in  that  the  classification  requirements  are  conducted 
as  a  partial  responsibility  of  many  unrelated  agencies 
with  no  central  direction.  Few  firms  are  staffed  to  ful¬ 
fill  the  objectives  of  a  good  classification  management 
program. 


II.  FLANKING 

With  the  majority  of  DoD  contracts,  the  earliest 
time  at  which  the  contractor  can  begin  planning  for 
classification  requirements  is  receipt  of  the  contract 
DD  Form  2f>4,  or  some  other  pre-performance  guidance. 

When  a  firm  competes  for  a  classified  contract,  the 
emphasis  is  on  costs  and  profits.  It  is  doubtful  that 
the  company  negotiator  considers  classification  unless  the 
particular  requirements  of  a  specific  contract  would  bring 
about  radical  procedural  changes  to  the  firm.  More 
often,  the  contracts  office  is  unaware  of  the  security 
implications  of  accepting  a  particular  project — except 
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that  a  certain  overhead  percentage  will  he  allotted  to 

x 

security  operations. 

Upon  receipt  of  the  DD  Form  254,  classification 
information  must  he  disseminated  to  all  interested 
agencies.  Three  methods  are  commonly  used.  The  first, 
and  most  simple,  is  to  reproduce  the  form  and  send  it  to 
all  agencies.  The  second  method  involves  the  extracting 
and  interpretation  of  the  classification  guidance  and 
putting  it  into  letter  form.  Thus,  the  work  of  interpre¬ 
tation  is  done  at  the  highest  possible  level  of 
management.  The  third  method  is  the  most  comprehensive. 

It  involves  preparation  of  detailed  classification  guides 
which  are  attached  to  the  DD  Form  254  and  then  distributed. 
The  latter  two  methods  require  the  firm  to  he  equipped 
and  staffed  to  interpret  the  security  requirements.  This 
requirement  also  implies  sufficient  training  and 
experience. 

When  a  firm  receives  a  facility  clearance,  a  great 
deal  of  classification  planning  has  been  done.  For 
example,  document  control  procedures  are  established  and 
pnysical  requirements  have  been  identified.  Document 
origination  and  marking  procedures  are  developed  and 
account ability  procedures  must  be  defined.  This  is 

^At  the  NCMS  seminar,  the  figure  of  6-8%  of  total 
costs  was  mentioned  as  a  common  aopraisal  of  security 
costs. 
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sufficient  in  a  very  general  sense,  but  still  not 
adequate  in  dealing  with  individual  contracts.  It  is  in 
planning  for  the  individual  contract  where  costs  are  most 
important  but  where  classification  management  is  given 
least  consideration. 

III.  ORGANIZATION 

Location  of  the  classification  management  function 
can  be  in  any  one  of  several  areas.  The  administrative 
office,  technical  office,  contracts  office,  and  industrial 
security  office  are  all  used.  The  survey  points  to 
industrial  security  as  being  the  most  frequent  choice. 

As  has  been  demonstrated,  the  actual  responsibilities  are 
divided.  One  writer  says  that: 

Most  professional  security  managers 
acknowledge  that  classification  management 
is  composed  of  almost  equal  parts  of  security, 
technical  and  contract  administration,  but 
feel  that  it  would  be  a  step  backwards  for 
the  whole  industrial  security  program  if 
classification  management  develops 
outside  the  traditional  security  organization.^ 

But  let  us  chance  the  tedium  of  repetition,  and  develop 

a  "box  score"  of  the  classification  management  program. 

On  the  one  side,  we  will  place  a  function  of  the  program. 

Opposite  this,  we  will  place  an  estimate  of  which  agency 

Bob  Donovan,  "Classificat 
i handout  provided  to  participants 
Seminar,  Los  Angeles,  13-15  July 


ion  Management," 
at  the  2nd  Annual  NCMS 
1966; . 
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in  a  majority  of  firms  today  would  have  primary 
responsibility  for  this  task.  Figure  3  demonstrates  the 
results.  The  management  of  classified  inventories  is  not 
simply  a  security  or  "police"  function,  but  is  a  concept 
not  easily  categorized  as  belonging  to  one  particular 
agency. 

To  summarize  the  organizational  considera¬ 
tions  for  the  classification  function,  you 
will  find  that  it  may  be  feasible  to  assign 
the  operations  to  any  one  of  various  offices. 
There  are  both  advantages  and  disadvantages 
in  each  instance.  In  any  event  to  fulfill 
its  purpose  the  office  must  be  equally 
responsive  to  the  classification  needs  of 
all  company  organizations.  Maintenance  of 
close  cooperation  with  the  technical, 
industrial  security,  and  document  control 
organizations  is  a  basic  necessity  to 
classification  operations. 5 


IV.  CONTROL 


Physical  Accountability 

The  control  of  classified  material  within  the 
contractor  facility  is  usually  under  the  jurisdiction  of 
a  classified  document  control  agency.  Document  numbering, 
storage,  custody,  receipt,  and  transmission  along  with 
inventory  accounting  procedures  are  the  usual  tasks  of 
such  an  agency.  Existing  systems  are  generally  centrally 


^Robert  J.  Rushing,  "Classification:  A  Key  to 
Realistic  Security,"  Industrial  Security,  VI 
(October,  1963),  105. 
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FIGURE  3 

BOX  SCORE  OF  THE  CLASSIFICATION  RESPONSIBILITY 


FUNCTION 
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CONTRACT  ADMINISTRATION  4 
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operated  and  hand  controlled. 

Once  a  document  has  been  properly  marked,  it  is 
sent  to  the  document  control  division.  An  accountability 
number  is  assigned  and  the  document  is  placed  in  an 
approved  storage  container.  When  the  document  is  needed, 
the  requestor  must  show  a  need-to-know  (or  authorization, 
in  the  case  of  a  courier)  and  must  sign  for  the  document. 
At  all  times,  the  classified  document  control  supervisor 
must  have  physical  custody  of  the  classified  material  or 
a  receipt  showing  the  location  and  name  of  the  user  of 
the  material.  This  applies  to  temporary  as  well  as 
long-term  assignments. 

Systems  are  being  devised  to  facilitate  inventory 
and  accountability  with  multi-location  control  centers 
and  automated  systems.  These  systems  are  in  an  experi¬ 
mental  stage,  but  classification  people  agree  that  this 
is  one  area  where  data  processing  can  be  of  great  benefit. 

Control  is  a  prerequisite  to  any  system,  but  in  the 
case  of  TOF  S3CP3T  and  SECRET  materials,  it  is  mandatory 
that  the  items  be  accounted  for  at  all  times. 

CONFIDENTIAL  materials  do  not  need  the  same  amount  of 
control,  and  are  often  neglected. 

Content 

Control  of  document  content  is  not  as  rigid  and, 
in  many  cases,  non-existent.  Most  firms  review  their 
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contracts  at  frequent  intervals,  and  many  review  all 
classified  materials  as  a  collateral  project.  However, 
it  is  felt  that  the  classified  reviews  are  administrative 
and  cursory,  at  best,  since  the  individual  making  the 
check  does  not  always  have  the  technical  or  conceptual 
knowledge  needed  to  assess  the  currency  of  the  assigned 
classification. 

V.  SUMMARY 

Classification  is  a  collateral  objective  of  the 
Defense  contractor.  He  is,  in  most  cases,  not  staffed 
for  this  function,  nor  are  classification  requirements 
considered  when  planning  for  individual  contracts. 

No  universal  plan  of  organization  exists.  Control  for 
accountability  is  rigid,  but  control  of  content  is 
ineffectual.  It  is  the  latter  which  allows 
overclassification  to  exist,  yet,  this  is  the  one 
element  of  classification  towards  which  all 
classification  management  programs  are  directed. 

Industry  is  discovering  that  classification  is 
not  just  a  "necessary  evil"  which  must  be  tolerated 
when  accepting  Defense  contracts.  However,  the  methods 
for  handling  classified  inventories  has  not  generally 
been  decided  upon.  Industry  management  is  not  yet 
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convinced  that  the  same  principles  of  management  applied 
to  the  other  phases  of  operation  can  be  applied  to 
classification.  This  remains  to  be  proven. 


CHAPTER  V 


MAJOR  DEFICIENCIES  IN  CLASSIFICATION  TODAY 

There  are  several  areas  of  classification  today 
where  serious  deficiencies  exist.  The  result  of  these 
deficiencies  is  overclassification,  and,  as  in  a  whirlpool, 
overclassification  is  the  cause  of  unnecessary  expense 
and  impedes  the  flow  of  information. 

The  intent  here  is  to  identify  specific  deficiencies 
11  that  exist  as  a  result  of  the  absence  of  sound  management 
practices.  Not  every  problem  can  be  discussed.  However, 
several  areas  have  been  selected  which  are  deemed  major 
problems  preventing  effective  classification. 

I.  INDUSTRIAL  SECURITY  MANUAL 

Industry  objection  to  paragraph  11,  which  requires 

classification  by  paragraph,  is  unanimous.  Such  a 

|  requirement  is  said  to  be  time  consuming  and  costly.  Also, 

the  present  DD  Form  254-  falls  short  of  the  pinpoint 

classification  guidance  necessary  to  implement  this 

requirement.  In  most  cases,  contractors  are  given  a 

relatively  short  amount  of  time  to  prepare  final  bids 

for  contracts,  and  paragraph  marking  will  cause  additional 

hardships  in  this  process.  In  one  example,  a  contractor 
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mentioned  that  an  engineer  had  a  document  of  four 
paragraphs.  None  of  the  paragraphs  alone  was  classified, 
hut  the  combination  of  them  on  a  single  page  constituted 
a  SECRET  document.  Many  other  contractors  have  simply 
stated  that  compliance  will  be  too  costly.*  Despite  the 
fact  that  such  objections  were  voiced  loud  and  long,  the 
requirement  was  not  deleted  from  the  manual.  The  Defense 
Supply  Agency  and  the  DoD  have  agreed  to  study  the  matter 

p 

further.  In  an  attempt  to  relieve  industry  of  any 
unnecessary  burden,  a  substitute  measure  was  authorized. 
This  allows  a  statement  in  the  front  of  a  classified 
document  (or  attachment  of  a  classification  guide)  in 
lieu  of  paragraph  markings  to  specify  the  nature  and 
degree  of  information  requiring  protection  that  is 
contained  in  the  document.^ 

Paragraph  13f(l)  establishes  at  what  stage  central 
accountability  is  required.  In  effect,  this  requirement 
says  that  all  notes,  preliminary  drafts,  or  working 
papers  classified  SECRET  or  higher  must  be  entered  into 

*These  comments  were  compiled  by  the  Aerospace 
Industries  Association  for  presentation  at  the  industry- 
government  conference  at  Cameron  Station,  Virginia,  in 
January  of  1966. 

2 

James  A.  Davis,  "ISM  Preview,"  Industrial  Security, 
X  (April,  1966),  21.  - 

5 

^Industrial  Security  Manual,  par.  11a,  pp.  26-27. 
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the  document  control  accountability  system.  Industry 
claims  this  to  be  "obstructive  and  essentially 
unenforceable"  as  technical  people  will  withhold  any 
classification  actions  until  Just  before  publication. 

This  appears  to  be  a  threat  rather  than  a  logical  approach. 
The  fact  remains  that  classified  information  is  Just  as 
valuable  in  draft  form  as  it  is  in  final  form.  That  is 
the  reason  for  accountability — to  insure  control  of  this 
information. 

Despite  many  changes  to  the  manual,  a  still 
unresolved  problem  is  the  retention  of  classified  contract 
material  after  contract  close-out.  All  classified 
material  retained  (including  non-accountable  CONI' I DENT  LAL 
information)  is  subject  to  repeated  inventories  and 
Justifications.  The  idea  is  to  disallow  uncontrolled 
retention  of  classified  documents.  In  reality,  the  reason 
it  is  desireable  to  retain  certain  information  is  because 
of  technical  interrelationships.  ?/ork  on  one  project 
often  affects  another  project.  Also,  companies  desire  to 
retain  proprietary  information  developed  in  a  particular 
effort.  DoD  retorts  that  the  customer  (User  Agency'’  has 

4Bob  Donovan,  "A  Preview  of  DoD‘s  New  Industrial 
Security  Manual,"  Security  World,  VIII  (March,  1966),  17. 
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purchased  all  information  relative  to  the  contract  and 
disposition  of  such  information  is  at  the  prerogative  of  ' 
the  customer.** 

The  Industrial  Security  Manual  is  still  very  much 
hardware-oriented.  Research  and  development  concerns, 
especially  those  engaged  in  basic  research,  will  continue 
to  have  difficulty  in  meeting  the  administrative 
classification  requirements.  It  is  surprising  that 
greater  attention  was  not  given  to  research  as  the  DoD 
was  more  than  willing  to  listen  to  industry  recommenda¬ 
tions.  Industry  proposals  were  not  binding  on  the  DoD, 
yet  many  were  incorporated  into  the  revised  manual. 

Perhaps  too  much  attention  was  given  to  detail  and  not 
enough  to  concepts  and  philosophy. 

II.  DD  FORM  254 

Little  can  be  said  other  than  the  form,  as  it 
exists,  is  simply  too  vague  to  provide  the  contractor 
with  the  classification  needed  to  properly  perform  the 
contract.  Clarification  of  the  guidance  is  often 
impossible  to  obtain  as  contractors  expressed  considerable 

5 

A  lively  discussion  of  this  point  between  industry 
and  government  representatives  at  the  NCMS  seminar  never 
resolved  the  issue.  As  it  stands,  the  requirement  exists, 
much  to  the  chagrin  of  industry. 
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difficulty  in  getting  User  Agency  representatives  to  make 
a  decision  on  specific  guidance  requests.  Furthermore, 
time  expended  in  requesting  a  decision  is  expensive — 
both  to  the  contractor  and  tne  customer. 

A  serious  DoD  study  is  being  conducted  at  this 
time  to  revise  DD  Form  254.  Suggestions  from  industry 
have  been  submitted  to  the  DoD  Directorate  of  Classifica¬ 
tion  Management  and  a  decision  will  come  at  a  later  date. 
However,  it  is  certain  that  a  revision  will  be  made. 

This  one  gap  in  the  DoD  guidance  program  has  caused  mora- 
confusion  and  has  greatly  contributed  to  overclassification 
as  it  exists  today. 

III.  COST  STUDIES 

To  management,  the  proof  of  the  classification 
management  program  lies  in  cost  avoidance.  In  other 
words,  what  costs  will  be  avoided  by  a  vigorous  program? 
This  necessitates  defining  a  cost  (over  the  unclassified 
cost)  of  generation,  marking,  protection,  storage, 
inventory,  transmission,  and  destruction  of  classified 
material. 

An  answer  to  this  problem  was  found  in  early 
jcesearch  in  the  form  of  a  classified  document  cost 
study  conducted  at  the  Space  Systems  Division  of 
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Lockheed.**  With  a  breakdown  of  direct  and  indirect  costs, 
a  single  additive  cost  for  SECRET  and  CONFIDENTIAL 
classifications  was  determined.  The  resultant  totals 
were  $7*18  yearly  for  SECRET  documents  and  $2.11  yearly 
for  CONFIDENTIAL  documents .  These  results  were  made 
public  this  year  in  a  national  news  magazine.  Magically, 
an  additional  cost  figure  for  TOP  SECRET  documents  was 
reported  to  be  $10  yearly,  but  nowhere  had  this  appeared 
in  the  original  study.^  Then,  it  was  learned  that  the 
indirect  costs  of  personnel  clearances,  security 
education,  and  plant  guards  had  been  assigned  to  document 
costs  in  total.  No  attempt  had  been  made  to  allocate 
these  costs  among  all  of  the  various  security  functions. 
Additionally,  no  consideration  had  been  given  to  specific 
"first  year"  costs  of  classification  such  as  generating 
or  marking,  as  opposed  to  the  continuing  costs  of 
inventory,  storage,  and  control.  For  these  reasons,  an 
impressive  set  of  figures  was  invalidated. 

However,  there  was  still  hope  as  the  questionnaire 
included  a  section  on  costs.  But,  as  the  returns  were 

^"Classified  Document  Cost  Study"  (Space  Systems 
Division  of  Lockheed  Missiles  and  Space  Company, 
IAISC/A7030S9,  Sunnyvale,  California,  28  August  1964). 

^"The  Price  of  Secrecy,"  Newsweek.  June  20,  1966, 


P.  19 
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analyzed,  one  fact  became  clear.  Defense  contractors 
’arive  Hrt  M**  wLat  classification  is  costing  them.  The 
variable  array  of  figures  that  were  hastily  scribbled  in 
the  columns  indicated  a  great  lack  of  knowledge  of  what 
comprised  these  costs.  This  was  true  despite  the  fact 
that  the  cost  elements  had  been  defined  in  the  survey  form. 

One  security  representative  felt  that  the  cost  of 
classification  wasn’t  really  important.  The  fact  that  J 
the  costs  existed  was  enough  as  they  were  merely  the 
result  of  doing  business  with  the  government.  But  then, 
how  can  top  management  be  convinced  that  the  company 
should  take  a  more  vigorous  attitude  toward  classification, 
when  the  benefit  of  destroying  over  10,000  documents, 

O 

now  being  needlessly  retained,  can’t  be  proven?  Any 
costs  which  a  company  doesn’t  know,  aren’t  controlled 

Q 

and  uncontrolled  costs  are  a  potential  drain  on  profits. 


8 

This,  along  with  other  examples  of  the  effects 
of  classification  management  on  classified  inventories, 
was  verified  in  personal  correspondence,  interviews, 
and  the  questionnaire. 

q 

yIt  might  be  well  to  acknowledge  that  Headquarters 
Air  Force  Systems  Command  conducted  a  study  of  industrial 
security  costs  in  1963.  However,  the  results  were  so 
inconclusive  that  no  dissemination  has  been  made  of  the 
results.  After  reviev/ing  some  industry  inputs  to  the 
study,  it  is  easy  to  understand  the  difficulty  AFSC 
must  have  had  in  attempting  to  correlate  all  of  the 
information. 


IV.  _  PROFESSIONAL  STATUS  OF  TEE 
CLASSIFICATION  REPRESENTATIVE 
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The  need  for  a  classification  management  career 

/ 

field  is  hotly  debated.  Opponents  feel  that  the  field 

is  too  narrow  and  that  classification  should  he  a  function 

of  another  field.  Proponents  of  a  separate  career  field 

express  opinions  such  as : 

•  •  .the  Department  of  Defense  or  its 
contractors  will  never,  I  repeat,  never 
have  an  acceptable  Classification  Management 
system  unless  a  clearly  defined  Classification 
Management  career  field  is  established 
and  recognized  within  the  Department  of,Q 
Defense  and  the  contractors  facilities. 

This  is  also  the  view  expressed  by  the  National 

Classification  Management  Society: 

The  management  of  classification  has 
become,  since  World  War  II,  the  occupation  of 
specialists.  Considering  the  complexity  of 
classification  and  its  fundamental  import  to 
the  country,  it  is  proper  and  indeed 
imperative  that  classification  management 
be  reserved  to  specialists.il 

The  real  problem  is  whether  or  not  the  duties  of 
the  classification  management  representative  can  be 
precisely  defined.  A  large  corporation  can  support  a 


R.  J.  Rushing,  "Major  Tasks  Ahead  in  Classifi¬ 
cation  Management"  (presented  September  2,  1964,  at  the 
10th  Annual  ASIS  Seminar). 

^"Another  Professional  Society,"  editorial, 
National  Classification  Management  Society  Journal,  I 
(Spring, -1965),  5.  - 
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classification  management  "empire”  just  from  its  document 

control  program.  But,  "by  definition,  it  is  more  than 

that.  One  basic  need  is  the  interpretation  and 

preparation  of  guidance  from  the  DD  Form  254.  Few  firms 

can  support  the  technical  people  for  this  purpose  on  a 

full-time  basis.  But,  on  the  other  hand,  can  one  person 

handle  and  direct  the  functions  of  all  the  separate 

agencies?  If  the  definition  of  classification  management 

is  accepted,  then  it  must  be  acknowledged  that  few  people 

today  possess  all  of  the  qualifications.  The  problem 

is  not  managerial  experience,  but  technical  knowledge. 

A  few  large  firms  have  instituted  separate  classification 

12 

management  departments  with  some  success.  Tne  duties 

are  certainly  not  universally  defined  within  these  large 

firms.  At  this  date,  the  salary  range  is  not  great  and 

13 

the  opportunity  for  advancement  appears  limited.  ' 

12 

It  is  also  this  group  which  has  done  the  most 
to  promote  a  separate  career  field — almost  as  if  to 
justify  their  position  rather  than  to  advance  a 
profession. 

13 

^One  large  electronics  firm  at  the  recent  NC11S 
seminar  was  recruiting  with  salaries  proportedly  starting 
at  $10,000.  Experienced  people  were  wary  of  the  offer 
as  the  firm  had  recently  been  caught  with  some  security 
violations,  and  it  was  felt  that  once  the  "heat  was  off," 
those  who  had  been  hired  would  soon  be  looking  for 
work  elsewhere. 


V.  PROFESSIONAL  ORGANIZATIONS  AND  PUBLICATIONS 

There  are  two  professional  organizations  currently 
dealing  with  the  problems  of  classification.  They  are 
the  American  Society  for  Industrial  Security  (ASIS)  and 
the  National  Classification  Management  Society  (NCMS). 

The  latter  organization  was  formed  in  1964 — supposedly 
due  to  the  lack  of  emphasis  on  classification  by  the 
ASIS.  The  growth  of  the  new  organization  has  been 
excellent  and  its  success  has  prompted  the  ASIS  to  form 
a  Classification  Management  Committee.  What  effect  this 
will  have  on  the  NCMS  is  not  yet  known.  One  thing  is 
certain.  The  ASIS  is  larger  and  more  influential.  Since 
classification  management  as  practiced  today  is  largely 
concentrated  in  the  industrial  security  function,  the 
ASIS  will  have  a  greater  representation. 

Communication  is  a  real  problem  in  classification. 
The  NCMS  has  been  unable  to  get  started  in  this  area. 

Only  a  single  issue  of  the  Journal  has  been  published, 
and  it  only  after  some  delay.  Members  have  been  quite 
disappointed  with  the  organization  in  this  respect,  but 
attribute  it  to  "growing  pains."  On  the  other  hand, 
Industrial  Security,  published  by  the  ASIS  has  wide 
distribution,  but  only  a  very  small  amount  of  space  has 
been  devoted  to  classification.  The  articles  are 
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generally  inf ormative ,  factual,  and  void  of  contrcversy. 

A  relatively  new  publication,  Security  7/ orld ,  ha0-  begun 
a  series  on  industrial  security  to  include  classification 
management.  The  articles  have  been  well  y/ritten  and 
cover  all  aspects  of  the  situation. 

A  great  deal  has  been  accomplished  at  the  HCMS 
seminars  and  ASIS  v/orkshops.  But  annual  affairs  are  not 
sufficient.  The  NCMS  is  not  equipped  to  handle  questions 
as  they  might  arise.  Their  library  is  small  but  growing. 
Exchange  of  information  is  slow  as  there  is  no  designated 
agent  to  direct  the  efforts.  ASIS  is  well  equipped  to 
handle  the  flow  of  information  from  their  **«cutive 
offices,  but  their  classifir nt\ uvigement  program  is 
still  in'  its  infancy. 

Professional  organizations  do  exist*  but  hive  been 
unable  to  fulfill  their  objectives  with  o  ,’ii  t o 
classification.  Publications  dealing  with  the  subject 
are  few  in  number.  Communication^,  especially  a 
"cross  talk"  between  firms,  is  virtually  non-existent 
and,  thus,  possible  ideas  and  solutions  to  individual  • 
problems  cannot  be  transmitted. 

VI.  IADUSTBT-GOVSRNilENT  COCFnEATIGN 

Close  cooperation  between  industry  and  government 
is  not  noticeable.  Despite  the  fact  that  government  has 


solicited  industry  help,  such  cooperation  is  rare. 

Industry  claims  that  government  is  not  flexible  enough 
and  the  DoD  says  that  industry  has  just  not  come  forth. 

In  one  sense,  this  is  a  problem  of  training. 
Government  classification  people  do  not  really  understand 
industry  problems  nor  do  they  comprehend  the  technical 
language  used  by  the 
classification  is  as 
specialist  in  classification  management  in  government. 

At  the  same  time,  industry  people  do  not  understand 
"governmentese" — the  language  of  government. 

Another  problem  again  is  communication.  Routes 
of  communication  are  undefined.  For  industry  to  get  a 
clarification  of  security  guidance,  the  person  to  whom 
the  query  will  be  directed  must  be  known,  and  a  channel 
of  communication  must  be  found.  Also,  the  individual 
responsible  must  be  willing  and  able  to  make  a  decision. 

vii.  i industry  initiative 

The  majority  of  firms  surveyed  designated  an  agency 
or  individual  to  be  responsible  for  classification 
management.  Few  firms,  however,  were  adequately  staffed 
to  insure  proper  management  of  classified  inventories. 

This  is  especia'  y  true  with  regard  to  interpretation  of 
classification  guidance  and  review  of  inventories  for 


engineer.  A  great  deal  of 
Signed  arbitrarily.  There  is  no 
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content  analysis.  Many  representatives  admitted  that 
their  firms  were  plagued  with  excess  inventories,  but 
personnel  were  just  not  available  to  perform  an  analysis 
and  review. 

User  Agencies  express  a  desire  for  contractors  to 

participate  in  establishing  classification  requirements. 

However,  only  one  firm  is  known  to  have  actually 

participated  in  pre-contract  negotiations  to  assist  in 
14 

this  area.  The  survey  also  shows  that  only  a  small 
percentage  of  contractors  allow  classification  personnel 
to  assist  in  contract  negotiation.  In  most  instances, 
the  contract  DD  Form  254  is  just  reproduced  and 
distributed  without  any  additional  guidance.  Contract 
administrators  fail  to  insure  that  the  customer  designates 
an  individual  to  be  responsible  for  security  clarification. 
Generally,  it  seems  that  classification  requirements  are 
ignored  when  planning  for  individual  contracts. 

Classification  is  a  responsibility  of  many  areas. 

Yet  often  the  firm  does  not  designate  an  individual  or 
agency  to  coordinate  these  functions.  By  now,  the  reader 
can  see  that  classification  management  is  not  just 

14 

The  success  of  this  one  firm  failed  to  impress 
other  participants  at  the  NCMS  seminar.  Few  contractors 
seem  willing  to  spend  money  before  the  final  contract 
agreement  regardless  of  the  time  and  money  this  might 
save  at  a  later  date. 
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document  control  and  compliance.  It  is  a  myriad  of  other 
functions  which  must  he  coordinated  to  prevent 
overclassification. 

Even  ir  a  function  such  as  document  control, 
industry  has  only  begun  to  take  the  initiative.  Accounting 
and  inventory  are  two  functions  that  can  he  easily 
accomplished  by  automation,  yet  only  a  few  firms  have 
data  processed  systems.  Even  with  increasing  classified 
inventories,  contractors  still  continue  to  operate  using 
centralized,  hand-controlled  systems. 

At  every  turn  industry  has  criticized  the  DoD  for 
inadequate  direction,  which  has  resulted  in 
overclassification.  In  reality,  much  of  the  confusion 
is  due  to  the  lack  of  initiative  on  the  part  of  industry 
to  correct  the  situation.  The  DoD  has  b-en  prepared  to 
bargain,  so  long  as  the  resulting  procedures  did  not 
violate  the  intent  of  the  requirements.  Government 
officials  have  admitted  a  lack  of  understanding  the 
problems  of  industry,  but  industry  representatives  have 
failed  to  go  half-way.  Cverclassification  will  not  be 
solved  by  DoD  concessions. 

VIII.  OVEECLASSIFICATION 


Deficiencies  in  classification  begin  with  the 
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original  classifying  authority.  The  original  classifi¬ 
cation  must  he  correct.  From  there,  the  problem  is  more 
complex.  Government  direction  is  still  not  specific 
er^n^h  to  prevent  an  amplification  of  che  problem.  But, 
more  important,  industry  has  failed  to  understand  the 
scope  of  the  problem.  This  is  partly  due  to  a  failure 

in  communication  and  a  lack  of  understanding  the  results 

A 

of  overclassification. 


CHAPTER  VI 


CLASSIFICATION  MANAGEMENT 

The  deficiencies  presented  in  the  last  chapter 
can  he  overcome.  There  is  no  simple  solution,  yet  the 
methods  proposed  are  common  techniques  of  good 
management.  The  synthesis  of  proposals  presented  along 
with  some  new  thoughts  is  not  intended  as  a  panacea. 

But  the  presentation  of  how  the  management  of  classified 
materials  can  prevent  overclassification  will  show 
possible  benefits  resulting  from  a  good  classification 
management  program. 

I.  GOVERNMENT  DIRECTION 

Even  though  the  Department  of  Defense  is 
responsible  for  establishing  the  guidelines,  a  great  deal 
can  be  done  by  industry  to  improve  present  procedures. 
Since  this  is  where  classification  originates,  any 
proposals  for  improvement  must  also  begin  at  this  point. 
Industrial  Security  Manual 

The  National  Classification  Management  Society 
seminar  approached  the  subject  realistically.  Meeting 
Just  two  weeks  after  the  new  standards  had  been  published, 

the  Society  discussed  methods  of  implementing  the 

67 
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procedures,  and  denied  attempts  of  members  to  discuss 
methods  of  avoiding  the  new  requirements.  Opinion  as  to 
the  possible  benefits  of  paragraph  marking  was  evenly 
divided.  Firms  that  had  already  experimented  with  the 
procedure  testified  that  the  benefits  far  outweighed  the 
cost.  The  Industrial  Security  Office  of  the  Air  Force 
Systems  Command,  in  a  policy  letter  to  its  detachments, 
said  it  best: 


Paragraph  marking  has  the  obvious 
advantage  of  specifically  identifying 
information  which  is  classified  thereby 
eliminating  unnecessary  classification.  .  .  . 
This  is  particularly  important  in  the  case 
of  technical  reports  in  view  of  the 
necessity  for  making  frequent  extracts 
therefrom. 1 

Industry  has  been  given  sufficient  time  to  implement 
this  requirement.  It  appears  that  industry  objections 
were  based  on  technique  and  not  philosophy.  This  greatly 

o 

weakened  the  apparent  overwhelming  opposition.  Marking 
requirements  still  leave  something  to  be  desired — 


^■"Marking  of  Technical  Reports"  (Letter  from 
Headquarters,  Air  Force  Contract  Management  Division, 

Los  Angeles,  15  December  1965). 

2 

In  an  attempt  to  further  sophisticate  this 
requirement,  Air  Force  is  adding  automatic  time-phased 
downgrading  and  declassification  groupings  to  selected 
documents.  Thus,  a  secret  paragraph  falling  under  the 
requirements  of  group  4  would  be  preceded  by:  (S)(Gp  4). 
Needless  to  say,  this  proposal  brought  many  groans  from 
.  industry  representatives. 
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especially  with  regard  to  footnotes  ,  drawings,  etc.. 

Nonetheless,  the  idea  is  sound  and  industry  would  do  well 

by  accepting  the  requirements  instead  of  blind  resistance. 

Research  and  development  firms  do  have  difficult 

problems,  but  the  solution  is  up  to  them.  Suggestions 

as  to  technique  must  cone  from  the  people  closest  to 

the  problem.  Constant  complaining  is  definitely  not  the 

solution.  The  DoD  has  proven  that  workable  solutions 

will  be  adopted  so  long  as  the  basic  intent  of  classifi- 

• 

cation  is  not  violated. 

Retention  of  classified  materials  after  contract 
close-out  is  a  question  of  need.  Neither  side  is  able 
to  agree  in  what  form  the  need  must  be.  One  solution 
exists  in  the  Defense  Documentation  Center.  This  is  a 
repository  for  technical  information  relating  to  defense. 
Material  stored  there  can  be  retrieved  by  a  contractor 
with  the  proper  need-to-know.  To  insure  that  information 
is  given  the  widest  dissemination,  a  DDC  index  is  proposed. 
Such  an  index  would  be  cross-referenced  by  subject, 
author,  and  title.  Interested  contractors  could  subscribe 
to  the  index  so  that  all  classified  information  would  be 
available  to  the  contractor  when  needed.^ 


3 

At  the  present  time,  the  only  known  index  of 
classified  defense  information  is  sponsored  by  the  Air 
Force.  However,  a  more  general  reference  is  needed. 
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The  revised  ISM  is  much  improved.  Any  problems 
are  due  to  procedure,  and  the  DoD  has  been  more  than 
willing  to  listen  to  industry  in  matters  of  technique. 

DD  Form  254 

One  proposal  to  the  dilemma  of  inadequate 
classification  guidance  is  industry  participation  in 
establishing  classification  criteria  during  contract 
negotiation .  Since  the  contracting  officer  has  difficulty 
understanding  the  technical  language,  the  solution  seems 

v 

to  be  one  of  allowing  a  technical  representative  from 

both  sides  to  be  a  part  of  the  negotiating  team.  These 

people  would  discuss  classification  requirements.  YYith 

this  technique,  both  sides  would  better  understand  tne 

reasons  for  classification.  If,  for  some  reason, 

additional  clarification  was  needed  at  a  later  date, 

industry  would  have  a  government  counterpart  where 

4 

questions  could  be  directed.  Communication  would 
certainly  be  expedited. 

The  second  proposal  is  to  let  industry  prepare  a 
draft  DD  Form  254  with  the  request  for  proposal  package. 

4 

One  Navy  Contracting  Officer  has  attempted  to 
implement  a  similiar  procedure  in  that  he  personally 
accepts  all  questions  related  to  classification.  However, 
he  admits  that  no  decision  is  made  without  consulting  his 
technical  people  and  so,  this  proposal  would  seem  to 
be  better. 
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This  would  then  he  reviewed  by  the  Contracting  Officer 
and  his  engineers,  Host  likely ,  the  DoD  DD  Form  254 
would  closely  resemble  the  submitted  draft.  Thus,  a  small 
amount  of  engineering  money  spent  by  the  firm  before 
contract  initiation  would  save  a  much  greater  amount 
afterwards  in  attempting  to  get  problems  clarified.  This 
has  worked  well  in  the  few  cases  where  it  has  been  tried, 
and  both  the  firm  and  the  DoD  benefited. 

The  third  proposal  is  a  detailed  classification 
guide  which  would  be  attached  to  the  DD  Form  254.  This 
also  fits  into  the  concept  of  the  revised  DD  Form  254- 
which  is  under  consideration.  A  copy  of  this  form  is 
found  in  Appendix  6.  Examination  of  this  form  shor/s  that 
not  only  is  the  checklist  format  retained,  but  the  greatly 
needed  specific  guidance  would  also  be  included. 

A  combination  of  all  the  proposals  is  the  best 
solution.  Pre-contract  negotiation  of  classification 
would  be  the  first  step.  A  draft  DD  Form  254  would  be 
submitted  by  the  firm  when  the  contract  proposal  was 
returned  to  the  User  Agency  Contracting  Officer.  Then, 
at  the  time  of  contract  acceptance,  a  classification 
guide,  prepared  by  the  User  Agency,  would  be  attached  to 
the  contract  DD  Form  254.  The  DD  Form  254  with 
attachments  would  then  be  a  part  of  the  contract. 
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II.  INDUSTRY  IliELSlaENTATION 

Principles  of  management  are  easy  to  recite,  "but 
with  regard  to  classification,  they  must  be  identified. 
There  are  positive  actions  that  contractors  can  take  to 
improve  the  classification  system.  Basically,  actively 
managing  the  classified  materials  from  contract  negotiation 
through  close-out  is  the  answer.  Some  specific 
recommendations  are  proposed  in  this  section. 

Classification  Management  as  a  Career 

No  one  individual  can  possible  perform  all  the 
required  classification  tasks  in  a  firm.  It  has  been 
admitted  that  classification  is  one  task  of  many 
specialties.  Emphasis  and  coordination  are  needed,  and 
this  can  best  be  done  by  a  management  specialist. 

Classification  management  cannot  support  a 
separate  career  field.  Yet,  the  management  of  classified 
materials  is  more  than  a  police  function.  The  answer  is 
somewhat  of  a  compromise. 

Personnel  trained  in  general  management  techniques 
would  be  ideal.  What  is  required  is  a  coordinator — one 
who  would  supervise  the  various  classification  tasks 
performed  by  the  other  agencies.  The  only  specialized 
training  would  be  with  regard  to  the  Industrial  Securi ty 
Regulation  and  the  Industrial  Security  manual .  These  are 
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specific  documents  and  not  difficult  to  understand. 

-  Smaller  companies  could  staff  classification 
management  with  a  general  management  type  of  individual. 
This  could  even  "be  done  on  a  part-time  basis  so  long  as 
the  classification  duties  were  properly  emphasized. 

Larger  companies  could  possibly  support  a  staff  with 
direct  responsibilities  for  document  control  and 
accountability.  Either  way,  management  must  be  the 
emphasis.  Advancement  opportunities  that  are  management- 
oriented  would  be  greater  than  those  that  are 
classification-oriented. 

Staffing  for  compliance  or  document  control  has 
not  proven  effective.  The  firm  must  insure  the  coordina¬ 
tion  of  DD  Form  254  interpretation,  content  analysis 
reviews,  document  control,  destruction,  and  compliance 
as  the  responsibility  of  an  individual  or  agency.  This 
is  essential  before  effective  planning  and  control  can 
ever  be  accomplished. 

Pre-Contract  Negotiation 

Such  a  procedure  has  already  been  suggested  with 
regard  to  DD  Form  254.  However,  this  is  one  point  that 
cannot  be  overemphasized.  Classification  requirements 
can  and  must  be  negotiated.  Classification  representa¬ 
tives  should  be  an  integral  part  of  any  negotiating  team. 
Even  a  detailed  classification  guide  will  be  less  than 
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sufficient  if  the  company  is  not  aware  of  the 
classification  philosophy  used  in  a  particular  project. 

The  firm  must  he  willing  to  spend  a  certain  amount 
of  money  prior  to  final  contract  acceptance.  Such  planning 
will  surely  be  beneficial  in  reducing  delays  and  expense 
of  security  clarification  after  work  has  started.  This 
will  also  allow  for  a  better  estimation  of  classification 
costs  and  be  reflected  in  more  accurate  profit  planning. 
Professional  Organizations  and  Communication 

The  views  expressed  by  industry  with  regard  to 
classification  must  be  consolidated  intc  a  single, 
influential  voice.  For  a  number  of  reasons,  the  National 
Classification  Management  is  the  logical  choice.  Although 
it  lacks  the  sophistication  of  larger  organizations,  the 
interest  and  drive  is  present.  The  objectives  of  the 
society  must  be  realigned  to  meet  classification  needs. 

Regional  workshops  are  suggested.  At  such 
workshops.  User  Agency  representatives  could  explain 
classification  philosophy.  Management  refresher  courses 
could  be  conducted  by  university  personnel.  A  greater 
exchange  of  ideas  would  be  possible  and  the  teclinicues  of 
classification  could  be  taught.  This  would  also  be  a  good 
orientation  as  well  as  an  excellent  means  of  insuring 
industry  knowledge  of  the  latest  requirements  and 
techniques . 
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Also,  the  NCMS  must  establish  a  national 
headquarters.  Such  an  agency  is  needed  as  a  communications 
link  between  people  with  questions  and  those  with  possible 
answers . 

Finally,  timely  and  complete  information  must  be 
made  available  to  industry  representatives.  This  could 
be  in  the  form  of  a  newsletter  or  a  magazine. 

The  advantage  of  the  NCMS  representing  classifi¬ 
cation  personnel  is  that  the  society  isn't  confined  to  a 
particular  career  area.  It  is  able  to  serve  the  needs 
of  classification  personnel  in  administration,  technical 
offices,  industrial  security,  and  the  other  specialities, 
as  well  as  the  classification  coordinator.  This  offers 
a  great  challenge  to  this  young  society  and  the  next  few 
years  will  determine  its  success  or  failure. 

Automation 

Document  control  is  often  cited  as  the  one  aspect 
of  classification  that  is  most  suitable  for  data  processing 
techniques.^  Experience  is  proving  this  to  be  true.  Not 
only  does  automation  facilitate  inventory,  but  it  can 
also  be  used  for  relating  data  to  specific  contracts  and 

^Edward  G.  Goulart,  "Classified  Document  Control: 

A  Synthesis  of  the  Elements  Relating  to  the  Development 
of  an  Automated  System,"  unpublished  Master's  thesis, 

Boston  College,  1965. 
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provide  destruction  data.  Additionally,  automated 
systems  can  "be  used  to  implement  downgrading  and 
declassification  information.^ 

As  automated  hardware  decreases  in  size  and  cost, 
smaller  firms  will  be  able  to  participate  in  these  refined 
document  control  systems.  Machine-based  systems  are  a 
valuable  tool  in  the  management  of  classified  inventories. 
Unfortunately,  the  same  degree  of  reliability  cannot  be 
obtained  when  establishing  the  classification  and 
corresponding  requirements.  Eut,  even  considering  cost 
as  a  factor  against  an  automated  document  control  system, 

r 

smaller  firms  fail  to  use  even  the  most  simple  techniques.' 

Control  for  content  cannot  be  automated,  but  it 
can  easily  be  incorporated  into  an  automated  system. 

Aids  such  a$  "key  word”  referencing  can  be  included  on 
punch  card  and  tape  information  so  that  actions  of  re¬ 
grading  and  declassification  can  be  easily  identified. 


^Robert  D.  Donovan,  ”An  Automated  Document 
Declassification  System"  (presented  at  the  2nd  Annual 
Seminar  of  the  National  Classification  management  Society, 
Los  Angeles,  16  July  1966). 


'For  example,  the  document  numbering  system  can  be 
devised  to  contain  a  wealth  of  information.  A  number  such 
as  66R-146-102D  could  reference  the  year  of  origination 
(1966),  the  office  of  primary  responsibility  (F.j,  the 
contract  to  which  the  document  is  related  (146),  a 
sequential  document  number  (102),  and  a  reference  to  the 
automatic  time-phased  downgrading  and  declassification 
system  (D). 
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Costs 

There  is  a  cost  of  classification  even  if  it  is  a 
requisite  of  doing  business  with  the  government.  A  valid 
study  is  yet  to  be  conducted.  One  survey  respondent  plans 
a  cost  analysis  in  the  near  future.  More  facts  are  needed 
so  as  to  include  the  smaller  firms.  Perhaps  a 
comprehensive  study  financed  by  the  DoD  would  be  the 
solution.  Studies  could  be  made  in  many  firms  so  that 
"representative”  costs  could  be  estimated.  No  matter 
what  method  is  used,  the  methodology  must  be  agreed  upon 
by  both  industry  and  the  DoD  before  the  results  can  have 
any  significance. 

Summary 

In  effect,  industry  must  staff,  plan,  organize, 
and  control  the  management  of  classified  inventories. 

These  techniques  have  worked  quite  well  in  other  functions 
of  the  corporate  organization.  There  is  no  reason  why 
these  same  techniques  cannot  be  applied  to  classification. 
As  a  matter  of  fact,  the  absence  of  any  such  techniques 
has  resulted  in  the  majority  of  deficiencies  today  which 
are  responsible  for  an  acknowledged  overclassification 
dilemma. 

III.  CLASSIFICATION  AND  IhPCEiLATION 

To  what  extent  classification  impedes  the  flow  of 
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nformation  is  a  question  that  cannot  be  answered.  Some 
dea  of  the  effect  on  the  scientific  community  was 
iscussed  at  the  recent  KCMS  seminar.  The  free  flow  of 
nov/ledge  has  almost  come  to  a  halt.  Some  of  our  great 
.dentists  have  been  restricted  from  doing  work  in  their 
‘ields  because  of  security  reasons.  A  great  mistrust  has 

o 

irisen  between  the  security  man  and  the  scientist.  Some 
:laim  that  too  broad  an  area  is  considered  classified 
information  and  that  the  real  secrets  are  M devalued."^ 

One  solution  already  mentioned  was  suggested  by 
the  V/right  Commission  many  years  ago.  That  was  to 
2liminate  the  CONFIDENTIAL  category  and  protect  only  the 
really  sensitive  information.  Even  with  regard  to  more 
sensitive  scientific  information: 

General  principles  can  be  kept  secret  for 
only  a  short  time.  Secrecy  does  not  prevent 
the  spread  of  ideas  or  their  rediscovery  by 
the  scientists  of  other  nations. 1^ 


Q 

This  is  further  emphasized  in:  Wallace  Parks, 
"Secrecy  and  the  Public  Interest  in  Military  Affairs," 
George  Washington  Law  Review ,  October,  1957 »  pp.  39-4u. 

q 

Robert  D.  Donovan,  "Science,  Security  and  Informa¬ 
tion"  (presented  before  the  Research  Security  Administra¬ 
tors,  Los  Angeles,  Summer,  1966),  p.  6. 

^Dr.  Edward  Teller  and  Allen  Brown,  "Secrecy  is 
Not  Security,"  Air  Force  and  Space  Digest,  January,  1961, 
p.  93.  ‘ 
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This  becomes  more  of  a  problem  as  our  technology 
increases.  Each  new  discovery  is  more  sophisticated 
than  the  last  and  possible  military  implications  are 
increased.  Once  classification  controls  are  applied, 
development  ceases. ^ 

This  is  the  one  problem  that  cannot  be  dealt  with 
by  procedural  recommendations.  All  ramifications  of  the 
"information  explosion"  are  not  yet  understood.  One  thing 
is  certain.  Industry  must  first  recognize  and  Identify 
the  problem.  It  is  not  enough  for  the  scientist  to  act- 
top  management  must  act.  A  clarification  or  restatement 
of  classification  philosophy  would  be  the  goal  of  such 
industry  action. 

The  effect  of  classification  on  information  flo7/ 
is  the  problem  of  the  future.  However,  action  is  needed 
now  as  any  changes  will  come  only  with  time.  Industry 
and  the  public  must  act  soon  before  information  flow  is 
hopelessly  bogged  down  and  progress  stymied. 


The  development  of  the  laser  is  a  good  example. 
When  discovered  it  was  proposed  as  having  the  greatest 
possibilities  of  any  project  in  recent  years.  Immediately, 
military  applications  were  developed,  and  it  is  said  that 
laser  development  has  slowed  almost  to  a  halt. 


CHAPTER  /II 


CONCLUSION 

Classification  requirements  have  existed  quite 
some  time  without  the  benefit  of  managerial  control. 
Procedures  were  established  and  developed  so  that 
overc] assification  of  official  information  has  grown  into 
a  problem  of  overwhelming  proportions. 

The  Department  of  Defense  was  quick  to  realize 
that  the  management  of  classified  materials  was  needed 
as  a  separate  program.  Although  the  DoD  program  is  far 
from  perfect,  it  has  certainly  been  a  major  factor  in 
improving  classification  guidance.  Industry  help  and 
cooperation  is  sought  by  all  agencies.  Government 
representatives,  for  the  most  part,  are  listening  to 
industry  complaints  and  attempting  to  take  corrective 
action.  However,  the  "diseconomies  of  scale"  are  evident 
and  produce  much  misunderstanding.  Delays  are  frequent 
and  lengthy,  and  unwillingness  to  change  procedures  still 
exist  as  problems.  Generally,  the  DoD  Directorate  of 
Classification  Management  has  done  an  excellent  job  in 
combating  these  faults.  The  revised  Industrial  Security 
Manual  and  soon  to  be  revised  DD  Porm  254-  are  giant  steps 
toward  accurate  and  concise  DoD  direction  to  the  contractor. 
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Industry  on  the  other  hand  has  been  slow  in 
accepting  classification  as  an  ordinary  function  of  the 
business  enterprise.  Ignoring  the  problem  has  resulted 
in  many  deficiencies  which  are  now  being  recognized.  A 
change  in  contracting  procedures  has  forced  the  defense 
contractor  to  carefully  examine  his  costs.  The  effect  of 
overclassification  is  not  fully  realized  but  at  least  it 
is  being  recognized.  This  thesis  has  identified  some  of 
the  ma^or  classification  deficiencies  and  their  effects. 
Eliminating  many  of  these  deficiencies  is  a  matter  of 
applying  the  same  techniques  of  management  to  classifi¬ 
cation  that  are  applied  to  finance,  marketing,  or  produc¬ 
tion.  Following  the  definition  presented  in  the  first 
chapter,  it  is  a  matter  of  staffing,  planning,  organizing, 
and  controlling.  The  important  feature  is  that  procedural 
remedies  are  available.  It  is  now  up  to  the  initiative 
of  industry  management. 

Attention  cannot  be  limited  to  the  past  and  present 
problems.  Classification  management  must  also  set  the 
sights  toward  the  future.  The  effects  cf  classification 
on  information  flow  must  be  brought  into  focus.  It  has 
been  the  intent  of  the  thesis  to  identify  the  situation 
in  hopes  that  both  industry  and  government  will  plan 
for  action. 

Defense  contractors  need  active  and  vigorous 
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classification  management  programs  to  cope  with  the  past, 
present,  and  future  problems  of  classification.  The 
rewards  will  be  a  decrease  in  the  costs  of  defense 
contracts,  as  well  as  the  benefits  of  a  more  efficient 
flow  of  information. 
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APPENDIX  1 


Much  of  the  information  presented  in  the  body 
of  the  thesis  is  based  on  a  survey  conducted  by  the 
author  in  July,  1966.  Questionnaires  were  sent  to 
the  defense-oriented  firms  listed  in  Appendix  2.  Thirty 
seven  returns  were  received  representing  fourty-one 
respondents.  This  is  not  a  statistical  discrepancy, 
but,  is  the  result  of  the  pooling  of  answers  by 
larger  firms  where  more  than  one  response  had  been 
requested. 

The  questionnaire  was  divided  into  seven  sections 
A  strict  tabulation  or  average  compilation  of  each 
question  would  be  inadequate.  Where  appropriate, 
interpretation  of  the  responses  will  be  offered. 

I  GENERAL  INFORMATION 

1.  Major  products  or  services  of  your  company: 

12  -  electronics 
_ 8  -  aerospace 

_ 6  -  research  and  development 

_ 4  -  communications 

_ 1  -  ordnance 

6  -  other 
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2.  On  what  type  of  government  contracts  do  you 
perform? 

19  -  Hardware 

11  -  Research  and  Development 

_ 2  * 

3.  With  which  Defense  User  Agency  are  you  involved? 

4  -  Army 

_ \  -  Navy 

4  -  Air  Force 
19  -  All 

_ 2  ”  Other  (NASA,  AEG,  etc.) 

4.  With  which  Cognizant  Security  Office  are  you 
associated? 

14  -  Los  Angeles 

_ 5  “  Boston 

_ 4  -  Philadelphia 

_ 4  -  San  Francisco 

_ 4  -  New  York 

_ 2  -  Atlanta 

_ 1  -  Dallas 

_ 1  -  St.  Louis 

1  -  Cleveland 

5.  Approximate  number  of  persons  served  by  your 
security  office  - 

6  -  less  than  500 

_ 2  -  501  -  1000 

_ 2  -  1001  -  3000 

-  over  3000 
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II  CLASSIFICATION  MANAGEMENT  PROGRAM 

6.  Is  there  an  office  or  individual  in  your 
company  responsible  for  supervising  or 
monitoring  the  generating,  marking,  grouping, 
control,  review,  return,  and  destruction  of 
classified  material? 

33  -  Yes 
4  -  No 

Identify: 

26  -  Industrial  Security 
_ \  -  Classification 

-  Information 
_ 1  -  Technical 

7.  Does  your  company  have  a  classification 
management  program? 

15  -  Yes 

22  -  No 

8.  If  so,  is  this  program  conducted: 

_ 6  -  on  a  full-time  basis? 

_ 2  *  as  a  part-time  duty  of: 

_ 1  -  contracts? 

_ 6  -  security? 

_ 1  -  administration? 

_ 1  -  other? 

9.  Under  what  department  or  organizational  element 
is  the  classification  management  function 
represented? 

_ z  -  Industrial  Security 

_ 2  ”  Classification  Management 

-  Administration 

2  -  Contracts 
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.  Where  is  the  classification  management 
function  located  in  your  organizational 
structure? 

Most  all  respondents  answered  this  the  same 
as  the  last  question. 

11.  Is  the  classification  management  function 
performed  by: 

_ 2  "  aa  individual? 

_ 6  -  a  group? 

12.  Should  the  security  office  function  and  the 
classification  function  in  a  facility  be 
separated? 

16  -  Yes 
-12  -  Ko 

Those  answering  negatively  felt  that 
inspection  should  not  be  separated  from 
performance  responsibility.  The  others 
felt  that  the  two  functions  were 
dissimiliar  in  intent. 


Ill  CLASSIFICATION  MANAGEMENT  PERSONNEL 

13*  Does  your  company  have  employees  performing 
classification  functions  as  a  primary  duty? 

_ 6  -  Yes 

31  -  No 

14.  If  so: 

what  is  the  title  ascribed  to  these 
individuals? 

_ 2  -  Security  Representative 

_ 2  -  Classification  Management  Specialist 

_ 1  -  Classification  Guidance  Representative 

-  1  -  Classification  Control  Representative 


how  many  job  levels  are  involved? 

_ 2  -  Two 

what  are  the  salary  grades  involved? 

The  average  is  S600-S1000  a  month. 

15.  Do  you  feel  that  a  classification  management 
career  field  is  warranted? 

2$  -  Yes 
12  -  No 

Those  answering  in  the  affirmative  felt  that 
sufficient  emphasis  was  not  being  given  to 
classification  and  that  there  is  a  lot  to  be 
done.  Those  giving  a  negative  answer  we re 
generally  from  smaller  firms  and  expressed 
the  opinion  that  a  career  field  would  be 
toj  limited. 


IV  EFFECTS  OF  CLASSIFICATION  MANAGEMENT 
ON  CLASSIFIED  INVENTORIES 


16.  VThat  is  the  approximate  amount  of  classified 
material  your  facility  is  accountable  for? 

_______  Number  of  SECRET  documents 

_  SECRET  t'  .-d'.are 

_  Estimated  number  of  CONFIDENTIAL 

documents 

______  Estimated  CONFIDENTIAL  hardware 

17.  What  is  the  approximate  rate  you  are  adding 
to  your  SECRET  inventories? 

18.  V/hat  is  the  approximate  rate  you  are  reducing 
SnCRET  inventories  through: 

_  destruction? 

_  regrading? 

_  declassification? 

transmitted  out? 
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These  three  questions  brought  out  two  very 
important  facts.  First,  the  vast  majority 
of  classified  documents  are  CONFIDENTIAL. 
Secondly,  the  actual  inventories  of  SECRET 
materials  show  a  net  growth  in  most  firms. 

19*  What  type  of  document  control  system  do 
you  have? 

20  -  Centralized  -  one  master  control  center. 

-  Partially  centralized  -  several 
control  centers. 

-  Decentralized  -  unit  control  centers. 

20.  Is  your  document  control  system: 

-22  -  hand  controlled? 

_ _ 6  -  semi-automated? 

5  -  data  processed? 

21.  Do  you  feel  that  electronic  data  processing 
techniques  are  practical  for  controlling 
classified  inventories? 

The  majority  of  respondents  gave  an 
affirmative  reply.  Those  with  a  negative 
reply  felt  that  the  expense  of  automated 
equipment  was  too  great  or  that  the  amount 
of  classified  materials  handled  was  not 
great  enough  to  warrant  the  expense. 

22.  Is  document  control  a  function  of: 

18  -  industrial  security? 

11  -  administration? 

_ 6  -  classification  management? 

_ 1  -  contracts? 

23.  What  type  of  document  control  numbering 
system  do  you  have? 


100 


24.  Does  it  provide: 

____  -  a  means  of  establishing  a  document's 
year  of  origination? 

_  -  a  means  of  establishing  the  contract  or 

office  to  which  the  document  is  related? 

_  -  an  identification  of  the  regrading  or 

~  declassification  requirements? 

The  last  two  questions  demonstrated  that 
over  half  of  the  respondents  used  a 
consecutive  numbering  system  regardless  of 
contract,  date,  etc.  Some  firms  use 
very  sophisticated  systems.  A  surprising 
number  of  respondents  did  not  answer  this 
question. 

25.  How  often  is  a  systematic  classification 
review  conducted  in  your  organization? 

for  accounting  for  content 
accuracy 


Exact  figures  were  difficult  to  tabulate. 
Accounting  accuracy  is  required  and  so 
all  firms  comply  with  this  requirement. 

Content  review  was  a  procedure  in  a  few 
firms  on  an  "as  needed"  basis  and  usually 
in  conjunction  with  contract  review. 

26.  If  you  have  a  specific  declassification  program, 
please  describe  briefly. 

Most  firms  follow  the  automatic  system.  A 
few  reported  that  a  content  review  is  the 
basis  for  additional  guidance  being 
requested  from  the  originator  where  the 
classification  is  in  doubt. 
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2?.  With  regard  to  contract  negotiations  for  your 
own  contracts  and  sub-contracts: 

8  -  do  classification  management  personnel 
participate? 

_ _ 6  -  are  they  reviewed  by  classification 

management  for  impact  on  company  costs? 

2  -  if  classification  management  personnel 
are  on  the  negotiating  team,  do  they 
participate  in  all  phases  of  the 
negotiations? 

The  remaining  respondents  had  a 
negative  answer  or  failed  to  answer 
this  question. 


V  COST  STUDIES 


Costs  to  be  considered  are  as  follows:  Direct  costs, 
secretary  processing,  document  control,  mail  and  courrier 
costs,  and  recipient  handling  costs.  Indirect  costs  of 
personnel  clearances,  security  education,  personnel 
costs  (such  as  guards,  industrial  security,  document 
control,  classification  management,  etc.)  and  materials 
costs  (such  as  stamps,  filing  cabinets,  locks,  safes, 
records  retention,  etc.). 

28,  VT hat  do  you  estimate  as  the  additional  cost 

(over  unclassified)  of  generating,  accounting, 
reproducing,  handling,  protecting,  and 
destruction  of: 

S5-€1Q0  -  a  SECRET  document  for  the  first  year? 

$l-$20  -  a  SECRET  document  for  succeeding 
years? 

$ .50-310  -  a  CONFIDENTIAL  document  for  the 
first  year?  ^ 

$ .25-S2  -  a  CONFIDENTIAL  document  for 

succeeding  years? 

Many  respondents  did  not  reply  to  this 
question  and  some  admitted  they  just  didn't 
have  any  idea.  A  range  of  the  replies  is 
given  to  show  the  disparity  in  estimates. 
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29.  What  is  the  approximate  annual  cost  to  your 
company  of  classified  document  controls? 

$25 ,000-550,000  was  the  average  answer. 

30.  Has  your  company  made  any  c^t  studies  in 
this  area? 

_ 1  -  Yes  (Lockheed) 

36  -  No 

One  firm  indicated  a  study  would  be  conducted 
in  the  near  future. 


VI  DEPARTMENT  OF  DIFFUSE  DIRECTIVES 


DoD  Instruction  5210.47 

31.  If  you  have  a  copy  of  this  instruction,  please 
describe  any  portions  of  the  instruction 

that  you  would  feel  restrictive  from  the 
contractor  point  of  view,  the  adverse  effects 
on  your  operations,  and  suggestions  for 
improvement. 

Over  ninety  percent  of  the  respondents  had 
no  comment.  Many  admitted  that  they  did 
not  have  a  copy  of  the  Instruction. 

Industrial  Security  Regulation  -  Industrial  Security  Manual 

32.  Do  you  feel  that  the  ISR  provides  adequate 
guidance  in  preparation  of  DD  Form  25^? 

-  Yes 
24  -  No 

33.  What  are  some  of  the  major  deficiencies  in  the 
ISM  peratining  to  classification  management? 

Some  of  the  replies  were: 

1.  Not  enough  emphasis  on  classification 
,  management. 

2.  Manual  is  hardware  oriented. 

3.  Inadequate  classification  guidance. 
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4,  Requiring  supervisor  to  determine 
necessity,  currency,  and  adequacy  to 
classifications  applied.  The 
supervisor  is  usually  not  trained  for 
this  task. 

5.  Automatic,  time-phased  downgrading  and 
declassification  system. 

£ 

34.  Please  not*  with  brief  comment,  some  areas 
of  the  new  ISM  which  you  feel  will  be 
burdensome  to  the  contractor: 

_ 6  -  paragraph  10c(l)  and  (2)(Classification) 

31  -  paragraph  11  (Marking)  I 

_ 0  -  paragraph  12  (Record  of  Classified  Y 

Materials)  ' 

_ 0  -  paragraph  12f(l)  (Production  of 

Classified  Material) 

4  -  Other 


DD  Form  254 

35.  Approximately  how  many  DD  Form  254' s  does 
your  facility  receive  annually? 

4  -  1  to  10 

_ 8  -  11  to  25 

_ 2  -  26  to  100 

_ 8  -  over  100 

What  office  in  the  company  is  responsible  for 
interpreting  the  DD  Form  254' s  you  receive? 

-12  -  Industrial  Security 

5  -  Program  Manager 
_ 4  -  Contracts 

_ 2  -  Classification  Management 


36. 
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37.  How  are  the  classification  requirements 
specified  in  the  DD  Form  254  made  known  to 
applicable  users? 

16  -  DD  Form  254  reproduced  and  distributed. 

-  Specific  guidance  published. 

10  -  A  combination  of  the  above. 

38.  Approximately  how  many  DD  Form  254* s  does  your 
facility  prepare  annually  for  subcontractors? 

.12  -  less  than  25 

_ 4  -  25  to  50 

__2  -  50  to  100 
_ 2  -  over  100 

39.  who  is  responsible  for  second  tier  subcontract 
review  to  insure  accuracy? 

11  -  Contracts 

-  Industrial  Security 

_ 2  -  Classification  Management 

_ 8  -  Other 

40.  When  do  you  normally  receive  DD  Form  254? 

_  -  With  EFP  or  EFQ. 

_  -  During  negotiations. 

_  -  With  the  Contract. 

_____  -  After  the  contract  is  received. 

_  -  On  completion  of  the  contract. 

If  you  have  experienced  delays,  what  type  of 
classification  guidance  is  normally  received 
by  the  time  work  has  started? 

The  answers  were  varied  and  difficult  to 
interpret.  DD  Form  254 's  are  received  at 
various  stages — often  there  is  one  at  RFP, 
another  during  negotiations  and  again 
a  post-final  copy  on  completion  of  the 
contract.  With  the  half-dozen  firms  that 
had  experienced  delays,  a  letter  in  lieu  of 
the  form  was  usually  received. 
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41.  In  your  opinion,  is  the  DD  Porn  254: 

21  -  insufficiently  specific? 

_ 6  -  sufficiently  specific? 

_ 2  -  applicable  to  the  contract? 

_ 2  -  adequate  for  ready  interpretation? 

42.  How  could  the  DD  Porn  254  be  made  more 
appropriate  to  your  type  of  work? 

21  -  Attachment  of  a  detailed  classification 
guide. 

-  More  specific  items. 

5  -  Other. 

45.  In  your  opinion,  what  can  be  done  by 

government  and  industry  to  assure  more  specific 
security  guidance  is  given  to  the  contractor 
before  a  contract  is  issued  or  a  DD  Form  254  is 
served  on  the  contractor? 


1.  Pre-contract  negotiations. 

2.  Align  classification  with  technical 
material . 

3.  Make  classification  personnel  more 
technically  oriented. 

4.  Make  extensive  use  of  classification 
guides. 

5.  Allow  contractor  to  submit  classification 
guides  with  RFP  or  HP^. 

6.  Make  classification  a  more  specific  part 
of  the  contract. 


44.  Note  briefly  any  recommendation  you  have  for 
alteration,  revision,  or  replacement  of  the 
DD  Form  254. 


The  two  most  mentioned  were: 

1.  Delete  checklist  format. 

2.  Attach  a  detailed  classification  guide. 
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Other 

45.  Please  note  with  comment,  any  other  regulations, 
manuals,  or  instructions  that,  in  your 
opinion,  need  specific  improvement. 

Few  comments  were  received. 


VII  OTHER  CCfdilEKTS 


1.  Criticisms  of  the  National  Classification 
Management  Society. 

2.  Contractor  does  not  participate  enough  in 
preparation  01  DD  Form  254. 

3.  Present  guidance  in  not  sufficient  for  quick 
decisions. 

4.  CONFIDENTIAL  is  not  a  worthwhile  classification. 

5*  Communication  between  industry  and  government  is 
very  poor. 


Many  of  the  specifics  presented  in  the  returns  were 
factual  and  informative.  Only  a  few  firms  elected  to 
7/ithhold  information  of  a  proprietary  nature.  Overall, 
the  questionnaire  returns  were  a  vital  and  beneficial 
supplement  to  the  research  program. 


APPENDIX  2 


This  appendix  contains  a  listing  of  the  defense 
contractors  contacted  during  the  research  stages  of  the 
thesis.  As  questionnaire  respondents  were  not  required 
to  identify  the  name  of  the  company,  actual  participants 
cannot  he  identified.  However,  this  list  should  serve 
to  acquaint  the  reader  with  the  type  of  contractor 
firms  contacted. 


ACP  Industries  Aerospace  Corporation 

Aerojet  General  Aerolab  Development  Co. 

Airborne  Instruments  Lab.  Aircraft  Armaments 

American  District  Telegraph  Arthur  D.  Little,  Inc. 


Atlantic  Research  Corp. 
AVCO 

Bell  Aerosystems 

Bendix 

Blinker  Ramo 

Curtiss-cri eht 

Diebold 

E  G  &  G,  Inc. 

Fairchild  Hiller 

Federal  Pacific  Electric 

General  Dynamics 

General  Motors 

Grumman 

Heliodyne 

Hiller  Aircraft 

Honeywell 

IBM 

Itek 

Kaman  Aircraft 
Litton  Industries 
Loral  Electronics 
Magnavox 
Martin-Marietta 
Mosler 

National  Scientific  Labs. 


Autonetics 

Battelle  Memorial  Institute 
Belock  Instruments 
Boeing 

Burroughs  Corp. 

Defense  Electronics 
Douglas 

Fairchild  Camera  &  Instrument 
FMC  Corp. 

Garrett  Corp.  -  Airesearch 
General  Electric 
General  Precision 
H.  Koch  &  Sons,  Inc. 

Hercules  Powder  Co. 

Holston  Defense  Corp. 

Hushes  Aircraft 
ITT-Kellogg 

Jet  Propulsion  Laboratory 
LTV 

Lockheed 

McDonnell  Aircraft 
Marquardt  Corp. 

Monsanto  Research  Corp. 
Motorola 

Ncrth  American  Aviation 


Northrop 
Fhilco  Corp. 

RCA 

Republic  Aviation 
Saratoga  Industries 
Space  General  Corp. 

Stanford  Research  Institute 
Syl vania 

Systems  Sciences  Corp. 

Thiokol 

Varian 

Western  Electric 


Olin 

Rand  Corp. 

Raytheon 

Research  Analysis  Corp. 
Sheffield  Edward  Associates 
Sperry-Rand 
Studebaker 

System  Development  Corp. 
Texas  Instruments 
TRW,  Inc. 

Volt  Technical  Corp. 
Westinghouse 


APPENDIX  J 


OCPAKT-4ENT  OT  DEFENCE 

SECURITY  AGREEMENT 


THIS  Act  if  mint,  entered  into  this 


day  of 


19 


by  and  between  Tmi  United  States  cr  America  through  the  Defense  Contract  Administration  Services 
Defense  Supply  Agency 

acting  foe  the  Department  of  Defenie  (Itireinsftt*  ctlteJ  Me  Coxtrumtnt)  and  (i) 


a  corporation  organized  and  existing  under  the  laws  of  the  Srate  of 

(ii)  a  partnership  consisting  of 

(iti)  an  individual  trading  as 

with  its  principal  office  and  place  of  business  at 

State  of 


WITNESSETH  THAT: 


Whibiaa,  (he  Government,  through  the  Department  of  the  Army, 
th*  Department  of  the  Navy.  and/or  the  Department  id  the  Air 
forxt,  hat  in  the  past  purchased  nr  may  m  the  future  purchase  from 
the  Contractor  supplies  or  services  which  are  required  and  necessary 
•o  the  national  defense  i •/  the  United  Slates,  or  may  mv,te  b«Js  or 
request  quotations  on  proposed  contracts  for  the  purchase  of  supplies 
or  services  which  are  required  and  necessary  to  the  national  defense 
of  the  United  Stales,  and 

Who  tat,  h  is  essential  that  Certain  seiunty  measures  be  taken 
by  the  Contractor  prior  to  and  after  hn  being  accorded  access  to 
classified  information,  and 

WhvbiaJ.  the  parties  desire  to  define  ind  set  forth  the  precautions 
•nd  specific  safeguard*  to  be  taken  by  the  Gmiractor  and  the  Gov. 
•rnment  in  order  to  preserve  and  maintain  the  sesurity  of  the  United 
Slates  through  the  prevention  of  improper  disclosure  of  (lasoftrd 
information  derived  from  matters  affecting  the  national  defense; 
sabotage,  or  any  other  act  detrimental  to  the  HCunty  of  the  United 
States: 

Now,  TNlllfOM.  in  consiJerahiNt  of  lb  foregoing  and  of  the 
mutual  promises  herein  contained,  the  parties  htrc.n  agree  at  follows: 

I—S1CUEITT  CONTROLS 

(A)  The  Contractor  agrees  to  provide  and  maintain  a  system  of 
aeeunty  controls  within  its  or  hif  own  organisation  in  accordance 
ith  the  requirements  of  the  Department  of  Defense  InJustnal 
Security  Manual  for  Safeguarding  Classified  Information  attached 
hereto  and  made  a  part  of  this  agreement,  subirst.  however,  (i)  to 
any  revisions  of  the  Manual  requirrJ  by  th*  JcmanJs  of  national 
security  at  determined  by  the  Government,  nr.tice  of  which  has  been 
furnished  to  the  Contractor,  and  (n)  to  mutual  agreements  entered 
into  by  the  parties  m  orJer  to  adapt  the  Manual  to  tnc  Contractor's 
business  and  ne'estary  procedures  thereunJer  In  orJer  to  place  in 
effect  such  security  controls,  the  Contractor  further  agrees  to  prepare 
$i*mJ**J  Pucuct  Pto<td*tt*  f»r  its  or  his  own  use,  such  procedures 
hi  be  consistent  with  the  Department  of  Defense  Industrial  Security 
Manual  foe  Safeguarding  Classified  Information  In  the  event  of 
any  inconsistency  between  the  Contractor  t  StanJard  Practice  Pr.c 
cedurrt  and  the  Department  nf  Defense  Industrial  Security  Manual 
fi*r  Safeguarding  Classified  Information  n  the  same  may  he  revised, 
the  Manual  shall  control 


in  the  city  of 

(htrtinsft*r  (olltJ  M*  Contractor). 


(B)  The  Government  agrees  that  it  shall  indicate  when  necessary 
by  security  classification  (Top  S ttftt.  $*<•*».  nr  .  the 

degree  of  importance  to  the  national  defense  of  information  pertaining 
to  supplies,  services,  and  other  matters  to  be  furnished  by  the  Con¬ 
tractor  to  the  Government  or  the  Government  to  the  Contractor,  and 
the  Government  shall  give  written  notice  of  such  security  classifica¬ 
tion  to  the  Contractor  and  of  any  subsequent  changes  thereof,  pro¬ 
vided.  however,  that  matters  requiring  security  classification  will  be 
assigned  the  least  restrictive  security  classification  consistent  with 
proper  safeguarding  of  the  matter  concerned,  since  overclassification 
causes  unnecessary  operational  delays  and  depreciates  the  importance 
ot  correctly  classified  matter.  Further,  the  Government  agrees  that 
when  Atomic  Energy  information  is  involved  it  will  when  necessary 
indicate  by  a  marking  additional  to  the  classification  marking  that 
the  information  »*  "Restricted  Data — Aroma  Energy  Act,  I94f»," 
The  Contractor  is  authorised  to  rely  on  any  lenct  or  other  written 
instrument  signed  by  the  contracting  officer  changing  the  classifica¬ 
tion  of  matter.  The  Government  also  agrees  upon  written  appli¬ 
cation  of  the  Contractor  to  designate  employees  of  the  Contractor 
who  may  have  access  to  information  classified  Top  Secret  or  Secret 
or  to  information  classified  Confidential  when  "Restricted  Data"  is 
involved,  or  to  matter  involving  research.  development,  or  produition 
nf  cryptographic  equipment,  regardleu  of  its  military  classification, 
and  alien  employees  to  have  access  to  any  classified  matter, 

(C)  The  Contra  *or  agrees  that  it  or  he  shall  determine  that  any 
subcontractor,  subbidJer.  individual,  or  nrganuation  proposed  by  it 
or  him  for  the  furnishing  of  supplies  or  services  which  wul  involve 
access  to  classified  information  in  its  or  his  Custody  hss  eiecuted  a 
Department  of  Defense  Security  Agreement  whuh  is  still  in  effect, 
with  any  Military  Department,  prior  to  bring  aciordfJ  access  to  tush 
classified  information. 

SnctUa  II— INSPECTION 

Designated  representatives  id  the  Government  responsible  for 
inspection  pertaining  to  mJuttrial  plant  security  shall  have  the  tight 
to  inspect  at  reasonable  i-wervais  the  procedures,  methods,  anj  facili¬ 
ties  utilised  by  the  G’ntrjitnr  m  complying  with  the  requirements  of 
the  terms  anJ  CunJitions  of  the  Department  of  Defense  Industrial 
Security  Manual  for  Safeguarding  Classified  Information  Should 
the  Government,  through  its  authorized  representative,  determine 
that  the  Contractor  s  security  metlmds.  procedures.  i»e  facilities  Jo  not 
sumply  with  such  requirements,  it  shall  submit  a  written  report  to 
the  Contractor  aslvomg  him  of  the  deficiencies 


DD  '“-„44! 
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III—  modification 

Modification  of  thu  muni?  agr« men«  (ai  dnitagmthed  from  tl* 
t  ad  a  1  trial  Satantf  M***J  for  Safrgat'dtag  CUuifad  lafurattuoa, 
mht<k  maj  hr  modtfifd  tm  attardaatt  wuk  ttthoa  I  of  tM*i  ag'ttmtai) 
may  b t  made  only  by  written  agreement  of  the  parties  hereto 

lacttai  IV—TItMlNATIOM 

Thu  agreement  ihall  renu’.in  in  effect  until  terminated  through  the 
giving  of  >0  day  a*  written  notice  to  the  other  party  of  intention  to 
terminate;  provided,  however,  notwithstanding  any  such  termination, 
the  term*  and  condition*  of  thu  agreement  »hal!  continue  »n  effect 
10  tong  as  the  Contractor  hai  classified  information  in  hi*  possession 
oe  under  hi*  control. 

lacHaa  ¥— f  «IOi  IlCUItTY  AGtf  (MINTS 

Aa  of  the  date  hereof,  thu  security  agreement  replace!  and  sue. 
coeds  any  and  all  prior  security  or  secrecy  agreements,  understand 


ingi,  and  representations  with  rnpctt  to  the  subject  mattir  included 
herein,  entered  into  between  the  Contractor  and  the  Department  nf 
the  Army,  the  Department  of  the  Navy,  and/or  the  Dvp.ufincnf  »*f 
the  Air  Force  ftondtd,  Thai  the  term  "security  or  secrecy  agree 
menu,  understandings,  and  representations '  shall  not  include  agree 
menti,  understandings,  and  representations  contained  in  contracts  fur 
the  furnishing  of  supplies  or  services  to  the  Government  heretofore 
entered  into  between  th^  Contractor  and  the’  Department  of  the 
Army,  the  Department  of  the  Navy,  and/or  the  Departmen*  of  the 
Air  Force 

SaaNaa  ft— SICUEITT  COSTS 

Thu  ag does  not  obligate  Government  fundi,  and  the  Gov. 
ernment  ihall  not  be  liable  for  any  costs  or  claims  of  the  G<ntractor 
arising  out  of  thu  agreement  or  instructions  isiutj  hereunder  It  u 
recognurd.  however,  that  the  parties  may  provide  in  other  written 
contracts  for  security  coirs  which  may  be  property  chargeable  thereto 


!m  WITNESS  WnkiioF,  the  parties  hereto  have  eiecuted  this  agreement  as  of  the  day  and  year  first  above  written: 


Thk  United  States  or  America 


(AviMriw*  r»*m*iiuti*«  W  IK* 


Witness 


MOTS  -to  an  al  we  partita*,  milrmmm  **«  raquirw! 
hut  amutakle  hMaw  wuai  ha  aawpUiod  Type  ar  pru< 
MM  undar  »S  atcaaiiirca 


NOT«  -Contractor,  it  a  corpora i, on.  ahoutd  cauaa  tha  faffovinj  car  .Ac-r#  ro  Oa  #«acw 
provided  that  *ha  urns  ofltcar  ahall  not  awacuta  both  tha  agraamant  and  tha  cart, heat 


.fiesta  to  ba  aiacutad  undar  ita  oorporata  aaat. 


CERTIFICATE 


1  .  certify  that  I  am  the 

•1  ’ 

of  the  corporation  named  n  Contractor  herein,  that 

»ho  aigned  thu  agreement  on  behalf  of  the  Contractor,  woo  then 

of  uid  corporation,  that  uid  agreement  %ti  duly  ngned  for  and  in  behalf  of  uid  corporation  by  authority  of  it»  governing 
body  and  it  within  the  jeope  of  :ti  corporate  poweu 


(Ct’fortlt  J tJ) 


APPENDIX  4 


(Sbo  Suction  Vlt,  Industrial 

Ucmlly  Kuittlmtion) 


DEPARTMENT  or  DEFENSE  (Urn  Soctton  ft.  Indomttit 

SECURITY  REQUIREMENTS  CHECK  LIST  sa**iir  w~.i  t~  s.r- 

(CLASSIFICATION  SPECIFICATIONS)  fuandp*  Cloooihod  /n/ar« 

(FOR  PRIMS  AND  SUBCONTRACTS  INVOLVING  CLASSIFIED  INFORMATION)  motion) 


CONTRACT  NUMBER  OR  OTHER 
lOCNTiriC  AT  ION  NUMBER 
(Ptimo  oonttoctm  muot  H  •homo 
tor  oil  omkoonitoctm) 


4.  r  ACIL.IT  Y  SECURITY 
CLIARANCL  RE  QUIRE  O 
rOR  CONTRACT  PER¬ 
FORMANCE  OR  r  OR  AC¬ 
CESS  TO  CLASSIFIED 
INFORMATION 


C.  INVITATION  TO  RIO  OR  REQUEST 
FOR  FROFOSAL 


la.  NAME  ANO  ADDRESS  Or  RHINE  CONTRACTOR 


t*  NAME  ANO  ADDRESS  OF  SUBCONTRACTOR  (U  opylicoblo)  jfc.  NAME  ANO  AOORESS  OF  COGNIZANT  SECURITY  OFFICE 


ftyaa  Rom  IS  to  Utontlty  harihor  awNo nttoctlng) 


7.  SECURITY  REQUIREMENTS  CHECK  LIST  FOR  SUBCONTRACTING  FROM  THIS  □  MIME  CONTRACT  ■  ~i  SUBCONTRACT  WILL 
BE  APPROVED  BY: 


A.  USER  AGENCY  OCHCNCK 


>.  DEFENSE  DOCUMENTATION  CENTER  SERVICES  MAY  BE  REQUESTED 

LD  vii  Dho 


S.  GENERAL  IDENTIFICATION  OF  THE  PROCUREMENT  FOR  WHICH  TmiS  CHECK  LIST  APPLIES  (U  clB»olflodt  comploto  thl$  Itom  by 
•Oporf  corrospondmnco) 


10.  PROPOSED  PUBLICITY  RELE  ASCS  SHALL  BE  SUBMITTED  FOR  APP'iOvAL  PRIOR  TO  RELEASE  Qj  UIRECT  PI  THROUGH  (Spool!*) 


TO  THE  OFFICE  OF  SECURITY  REVIEW.  OFFICE  OF  TmE  SECRETARY  OF  DEFENSE  FOR  REVIEW  IN  ACCORDANCE  WITH  TME 
INDUSTRIAL  SECURITY  MANUAL. 


11.  RESTRICTED  oata  is  involved  IN  This  contract  Y 


NOTE:  Ori*inil  Check  Lists  (Item  3»)  arr  authority  f or  contractors  to  mark  classified  In  formation.  Revis«l  And  Final  Check 
Lists  (Homs  3b  and  c)  art  authority  (or  contractors  to  remark  the  regraded  classified  information.  Such  actions  by  c  on  t»  actors 
shall  be  taken  in  accordance  with  the  provisions  of  paragraph  11  of  the  Indus'* isl  Security  Manual. 


DD  ,  pg£“5254  EDITION  OF  1  OCT  44 


may  be  USED  UNTIL  EXHAUSTED 


RASE  I  OF  PACES 
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U*  INFORMATION  PERTAINING  TO  PERFORMANCE 
CHARACTERISTICS,  test  data  ano  oesign 

TOP 

SECRET 

SECRET 

CON. 

FIDENTIAL 

nra 

UN. 

CLASSIFIED 

*  ACCURACY: 

O) 

• 

m 

ft.  ALTITUOC: 

tn 

id 

«•  COUNTER  COUNTERMEASURES  CAPABILITY: 

(H 

(3) 

A  OCPTN. 

(0 

<»> 

«.  DESIGN  IN  FORMATION: 

O) 

a> 

1.  FORMULA  OR  MATERIAL: 

(I) 

m 

tf.  FUE  L/RROPC LLAnT: 

(I)  TV  PC 

(2)  CONSUMPTION 

M>  capacity 

(*} 

h.  LCTNALIT  Y/CRITlC  A  L  EFFECTS: 

d) 

m 

1.  MANEUVER  AGILITY: 

(t> 

(2) 

h  OPERATIONAL  RE  AOINESS  TIME/  TIME  CYCLE: 

rn 

(2) 

ft.  OR0IT/TRAJCCTORY: 

<n 

(2) 

i.  range: 

<n 

a> 

0> 

NOTE:  For  definitions  of  terms,  see  Industrial  Security  Regulation,  Section  VII.  or  Industrial  Security  Manual.  Appendix  l, 
paragraph  I. 


Infoiir.iition  pertaining  to  classified  contracts  or  projects,  even  though  such  information  is  uncisssified, 
shall  not  be  released  for  public  dissemination  except  as  provided  by  the  Industrial  Security  Manual. 


«»*•«  a 


(NO  ITEM  PRODUCED  UNDER  CONTRACT 

TOR 

SECRET 

SECRET 

COM. 

ElOCNTtAL 

CONFIDENTIAL 

(ModlUmd  H mx+- 
/ftt|  Aulhotfmd) 

UN¬ 

CLASSIFIED 

A  CLASSIFICATION  OF  (NO  ITEM 

*.  EXTERNAL  VIEW 

«.  MILITARY  ARRLICATION 

A  NUMBERS  CONTRACTED 

•.  proouctkjn  ano  program  schedules 

r.  RATE  OP  OCLIVCRT 

1  NUMBERS  ocl 

YEREO 

A*  OEOREE  OK  Rf 

OTECTION  IN  TRANSIT 

L  UNIT  COST 

b 

A. 

C. 

15.  REMARKS  (Ail+cA  mMitianmi  mh+otm  i  I  *•<  •  mmmy  mnd  e  ant  inf  p*#«fr«pA  dmmtgnmilm*) 


REQUIRED  DISTRIBUTION: 

f~  1  NMIMC  CONTRACTOR  Ul*m  JA> 

REFER  ALL  QUESTIONS  PERT  AIMING  TO  THIS  CHECK  UST 

TO  THE  APPROVING  OFFICIAL  BELOW 

COONlXANT  ACCUHlTV  OKTlCC  (/»•*•♦  561 

_  OIRCCTO*.  riDCMAL  IUMAU  OK  INVH  Tl8  A  T I  ON 

C )  washing  ton.  o.c .  IO»lr  /*••»•  /•  A  14) 

FOREGOING  SECURITY  REQUIREMENTS  CHECK  LIST  APPROVEO  BY 
USER  AGENCY  CONTRACTING  OFFICER  OR  REPRESENTATIVE. 

sigh  a  ru*c 

f  H  Suae  ON  TH  A  c  TON  flfm  4m} 

I  1  COGNIZANT  «cu»iff  OKKICC  (ttmm  46J 

TYACO  NAM(  AMO  TITLE  OK  IDPROvinQ  OFKlCiAL 

AOOITIONAL  DISTRIBUTION: 

CD 

o 


contracting  user  agency  and  aodress 


Information  pertaining  >o  classified  contracts  or  projects.  even  though  such  information  is  unclassified, 
shall  not  be  teleased  for  public  dissemination  except  as  provided  by  the  Industrial  Security  Manual. 


SECURITY  CLASSIFICATION  SPECIFICATION  FOR  CONTRACTS 

(Used  in  Lieu  of  DD  Form  254) 

Sop  Section  It,  tnduotrlol  Security  Monuol  tor 
Sotmgumrdlng  Clot  $lllod  Information 

K  NAME  AND  aooress  o  r  contractor 

2  PRIME  CONTRACT  NUMBER 

i.  Subcontract  number 

1.  GENERAL  lOCNTiriC  ATiON  Of  THE  PROCUREMENT  COR  WHILH  TmiS  CHECK  LIST  APPLIES^//  (UnlINtf,  co mplolm 
thi*  Horn  by  mmpmrmi*  c orro  npondonc  •) 

_ 

THIS  SPECIFICATION  IS 

OATC  OF  ASSIGNMENT 

A.  ORIGINAL  ASSIGNMENT  FOR: 

1  H  PRIME  CONTRACT 

<11  subcontract 

a.  REVISED  ASSIGNMENT 

C.  FINAL  ASSIGNMENT 

i.  security  requirements  check  list  for  SUBCON¬ 
TRACTING  FROM  this  BBI«e  CONTRACT  i  i  SU«- 

CONTRACT  WILL  at  ARPROVEO  BY 

7  NAME  AND  AOORESS  OF  COGNIZANT  SECURITY  OFFICE 

A  UtCN  ACCNC  Y  OU'ONff 

B.  AOORKSS 

t  DEFENSE  DOCUMENTATION  CENTER  SERVICES  MAY  BE, 
REOUESTEO 

CDy*.  Cl  no 

» 

B. 

b. 

c. 

Access  to  or  generation  of  classified  information  at  the  level  will  occur  in  the 

performance  of  this  contract.  Therefore,  this  is  a  "classified  contract”  as  the  term  is  used  in  security 
regulations. 

Information  obtained  and/or  reproduced  as  a  result  of  such  access  shall  be  marked  and  protected  in 
accordance  with  the  classification  assigned. 

Proposed  publicity  releases  shall  be  submitted  for  approval  priorto  release  to: 

(Ot/lco  To  Which  Public  tfolooiow  Should  Bo  Submitted) 

to.  DATA  SPECIFICATIONS  OR  REMARKS 

It.  NAME  AND  ADDRESS  0  F  CONTRACTING  ACTIVITY 

12  SIGN  ATU  RE/'Confr«cf#n^  Officer**  Roprooootoiivo) 

u  Distribution  of  copies 

□  PRIM*  CONTRaC  TOR  CD  COGNIZANT  *CCUR«TY  OPP«CC  CIjO'^FCTOR  W  SI .  w  ASH  .  O.  C  .  QC3  SUBCONTRACTOR 

1  ")  AOO'TIONAL  DISTRIBUTION; 

DO 


FORM 
I  P€Q  «• 


254-1 


REPLACES  COITION  QF  1  OCC  65  WHICH  MAY  BE  USCO 


APPJSKDIX  5 


OEMer*c«r  OF  CCF£n<;e 

INDUSTRIAL  SECURITY  INSPECTION  CHECK  LIST 
FOR  CONTRACTORS  FACILITIES 


Fmtm  Appr  m**4 

JhitfjNt  Infhh  St-9t)S 


tr  w»f  jwcir  m  NIIM5  e/*ofn  rAtrrcvL**  trees  tv  rue  cures  list,  use 
4DotrtoMAt  s***ns)  amo  toeerter  t*cn  evr»r  to  nt  reertsgMT  tree 


•»«»{  *»0  aOPNESS  of  >AClll*r 


<u(  ANO  A00NC5S  OF  COiFlNf  0’C»AMNC,[  NANf  AnO  AOONfSi  OF  FA«C«r- 
T H(  FACILITY  ONGANIEaTIOn 


NANC  OF  FlCUirr  SCCUNlff  OFFICE*  LAST  SCCUNtTT  INSFfCTlON  CONOUCTCO  8 Y  (Activity  *~4  dmf) 


SECTION  I 


Vfft-All  F L ANT  SCCUHITT 


111  MUMIM! 

rrmromB  ■■■  ■ 


VIJlTOt  COnTAOL 


STANOANO  FNACTlCt  F«OCE3uMS 

manual  (mktmim  <•»?) 


SAT  I  UNSAT  1  NON-AFPi. 


SECUPtNG  OF  ACSTflCTCO 
ANO  CLOSED  ANCAS 


GUANO  SrSTCHS 


T*E  FACILITY  NAS  CUNNfNT  INOuSTNIAL  SECUNITY  M  A  nj  A  L  F*F 
SAFCGUANOING  CLAS5IFIC0  I  N  FQ  A  ii  A  T  I  ON  C3  *  0 


3a r £  OF  INSPECTION  lOAtc  OF  nC<r  SC"£0'J:.£D  INSPECTION  (If  fall**-  |C3  ni;anT  sCCuNITy  OFFICE  CONOuCTInG 

I  99  im*m**tlmm  i •  r*cmmm*m4*4)  INSPECTION 


N Am  i  O'  S  f  C  w • • T f  INSPECTS*  <Ttp*4  me  print**) 


iSlGNATyF!  OF  SfCUNlT?  INSPfCTO* 


DDi"??‘696  £9,T,°' 


s  *•  £  obsolete  a 
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SECTION  II  1 

zt 

1.  r«(  c««'ni  »»',  0  f 1 0 » * '  f  0  sccunii?  NfN«{ic«n. 
TI«(tSI  nnO  0f«0 T ( 1 S >  (NOuSN  Tl«[  TO  INSUN(  10(0utT( 

$ (CUN  1 f  f 

CD  *n  CD  no 

i.  OfLEGATlON  OR  SECURITY  R  f  $  ROMS  1  •  I  L  1  T  T  TO  MARCH 

CMIfRS  0>  RERMESEMTATItES  *Y 

C~.~)  MRITTCM  IMSTRUCTIOMS  LIZ)  ORAL  IMSTMUCTIOMS  CD  MOMf 

H 

j.  number  of  *♦.  number  or 
emrloyees  iui«) 

_ 1 _ 

’‘w^MEtyr  LMHiOteeS  TOf  UC*fT 
rirAflcc  fOR 

SECRET 

_ 

OmRiQEmT IAL 

COmRamv  COME i CENT  1 AL  1 

•*yi 

I.  OEMGmati  clearance  or  security  officer 

7 «  SECURITY 

OFFICER  CLCAREO  SY  (Kama  at  pfflam) 

n 

Kimj  | 

item 

»C! 

MO 

ITEM 

vf  5 

MO 

ITEM 

us 

MO 

B 

9 

s 

1.  TN(N(  IS  INOIClTlON  on 
'0N(I0n  OnnCNSniN,  contnol 

ON  1 NN IU(NC (  (It  f.  /«W|. 
»ndar  t«o«rtO 

2.  THERE  have  SEEM  A (C CM T 
CHARGES  or  ORR' CERS,  DIREC¬ 
TORS  OR  RET  RCRSOAMEl,  (if 

fit,  wmdar  gamaria 

).  NONUU  N 1 3  0  IV  T  ION  NISJCO 
tl  NN (  SCN 11(0  IT  NtNlGNtNn 
2 -10  T •  (g)  ON  t.N. 1 .1. N. 

d 

•i.*ACU.l  TV  CLEARANCE  ITT*” 
accordance  mitm  current  REG¬ 
ULATIONS 

5.  til  C»l»OfS  (In  linn  t) 
t(N(  N(  NON  TC  0  TO  COGNIJtNT 
0»»lCt 

*.  (ITN1CT  ON  NONH A l  N(SO- 
T  1  ON  (1 Inm  t)  ti)  NU»N 1 SN(" 
COON  1  2ANT  0 e N  ICC  !  m2*. 

£ 

3 

7.  ^aREmY  ORGANIZATION  IS 
clcareo  (if  /«*/«•»• 

1.  OE&RCE  AMO  0 AT E  OR  CLEARANCE 

9.  DATE  OR  IRRCCTIYC  SECURITY  1 

AGREEMENT  I 

2 

REMARKS 

;5 

1.  (NNiOUCS  NOTINKO  ON  t»(IN  SCC'JNITr  N( S NONS 1  III  1 1 1  (S  NT 

1 _ 1  NNITTIN  NOflCC  r~ 1  ONtL  NOTICt  '  1  «Q»f 

2.  S  ecu*  T  T  T  COuClTION  NNOCNtK  CONSIOfNfO  I 

1  1  AOtOUtTt  1  1  INtOCOUtU  1 

Sfi 

.  If!" 

US 

MO 

I TEM 

US 

MO 

ITE* 

t£S 

MO 

S- 

ui2 

5? 

).  CmRlOyCES  *»E  9(91001 C*l- 

IV  INOOCTH  INAT  to  A$  TO  TR(1» 
SCCURItf  NCSRONSHt  LITT 

- . - .  . . 

M  •  ROSTEMS  ARO  RUSUCATIOMS 
ARE  U T 1  L  t  7(0  IM  THE  SECU¬ 
RITY  TRA.-MG  RROGRAM 

9.  A  RROCEOUME  ON  SECURITY 

matters  is  estailisreo  r or 

INDOCTRINATION  OR  NCR  £■- 
RLOTCES 

si 

u“ 

REMARKS 

. 

ITtM 

US 

MC 

item 

YES 

NO 

ITEM 

*cs 

MO 

1.  8008$  AMO  RAMRMLCTS  AR( 
correctly  KARRCO  OR  STAmREO 

2.  ESRIOMAGE  CLAUSE  IS  USEO 
AS  RCOUIRCO 

3.  COMTRACTOR  SH0M5 

AUTHOR! T T  TO  REGRAOE 

<9 

M 

£ 

a 

♦.  ORAKIMGS,  TRACI KC$ , RNOTO- 
«RA9MS,  (TC.  ARC  8R0RCRL? 
MARREO  OR  STAM9C0 

S.  COHMlS^UMUElLt  EJ««/M<EJH# 
fttfiri  •  /  trmnmittal )  anO 
OTHER  OOCUMCNTARV  MATERIAL  ARC 
9R0RERLT  MARREO  OR  STAmR(D 

6.  CONTRACTOR  *  S  RAMI  LI AR 
MITM  RROCEOURES  IN  CONNEC¬ 
TION  »  1  TV  N£GN  AO  1  MG  IMROM- 
M AT  I  OH 

7.  MATERIAL  AMO  COUl’MCHT  arc  RRORCRIV  KARRCO  OR  7  AGGEO 

REMARK) 

ITEM 

us 

MO 

ITEM 

YES 

MO 

ITEM 

TES 

MO 

8 

1- 

1.  COM TROt  5TATI0MS  KA»C 
•  C  E  M  SET  UR  (  indiaata  mwmkar 

iMAfll) 

2.  comrlete  records  are 
RC9T0RALL  CLASSIRIEO  oocu- 
mC MT S ■ CC E l v CO  AMO OISRATCHEO 

).  ALL  TOR  SECRET  juuUMCNT* 
ARE  SERIALLY  ( Indl  eata  vndar 
1m~ar*a  if  »#l  mat  Iraki  a) 

numbered  AMO  accounted  ro» 

K 

t 

■*.  l»  releasing  CLASSIFIED 
documents  TO  EmR.O v? es , 
CtCARAMCC  15  CHECKED  OCRORC 
DELIVERY  IS  M  A  0  E 

9.  ACCOUMT ari LITT  is  maim- 
TAIMEO  R OR  ALL  SECRET  AMO 

TOR  SECRET  OOCUMEMTS 

ft.  ACCESS RECOROS  AR!  main- 
TAIMEO  ROR  TOR  SECRET  (Inn 

dlaata  mndar  gamarka  1  f 
nmt  appl i cab  la ) 

1 

i 

§ 

1.  Outgoing  mail  is  chECKEO 
TO  ASSURE  RRORER  ClASSlRI- 

CAT10M 

1.  CONTROL  STATION  REMSOM- 
MCL  ARE  RMOREMLT  CLCAREO 

9.  Th(  *a i l  Ruum 
hamoles  classi f*eo 

DOCUMENTS  RRORCRLY 

REMARRS 

2 
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EOuiiwfir 

Mtrcmi  1 

TOP  SEC* E T 

SEOET 

COnPIOEnTial 

CON  ft-MNA 

1.  •Tlltf-tosilll’l  COlRIRATIOI  IOC«,  F  i  If  •ESISrilG,  STEEL  SAK  01  CAUL  I 

7.  STtfl  FILE  CAIIIET  SECURED  IT  STEEL  IAI  AIO  COHIIATIOl  PAOlOCR 

).  NET  LOG  MO  Of  SN  Oft  ft  1  IE  Can  i  NET  mi  T*  'Mnt  i*»ia)u>  uuahu  fturn  i  At  f  lt  CIEaMu 

ITEM 

ITEM 

et 

NO 

ITEM 

TES 

NO 

1.  MESSENGERS  Aftf  PftOPEftLT 

C  LE  Aft  10 

2.  mess  Enochs  rave  ieen 

OES  1  GNAT  ED  OftAlLV 

3*  MCSSENGEHS  HAVE  SEEN 
DESIGNATED  IM  ftftlTIMG 

*.  THIS  IS  Pft 1 M Aft  T  OUTT  OP 
MESSENGER 

L 

>.  OOulLF-SCALEO  OfaquE  COn- 

TAIIEI  USEU  EICEFI  rua  COIF* 

■  It 

_ i 

6.  Oft  0 1 M  Aft  T  MAILS  US  E0  ftOft 
TRANSMITTING  COM ft-MMA 

ITEM 


•*.  a«c  pcuomci  clcmco 

■no  Aft£  AUTHOfttZCQ  TO  lift  VC 
ACCESS  TO  COUTAINC'S  I •  *"»CK 
ClASSiCICO  MATfftlAL  IS  STCACO  ; 


us 


VO 


?.  am  (ft  nouns  inspections 
Pf ftftOftftCD 


ITEM 


ns:  ftp 


9.  number  Oft  persons  ft av i ng» 
ACCESS  TO  COftB I  ft  AT  I OftS  AftO  t 
KCTS  Aft (  ftlftT  TO  A  MINIMUM  [ 


I.  COMBINATION  PAOlOCM  Aft  C 
MOTECTIO  VftCN  CA8INCTS  Aft ( 

ifu _ 


ITEM 


4.  COMBINATION  HAS  SEEN 
CftANGEO  IH  ACCOtOANCC  ft  I Tft 
NO  US  T  ft  I  A  L  SCCUftlTT  MANUAL 


us 


*.  OPEN  STOftAOC  COnT  A  I N(ftS 
Aft (  PftOftEftLT  SUPfftV I  SCO 


NO 


HAS  APPftOvfO  iNTftA-PLANT 
METHODS  O'  TftftiSMl TT AL 


a.  I  mm (A  CONTAINERS  SHOft  CLASS 
I  ft  I  CAT l Oh •  AOOftCSS  ahO  ftCTVftft 
AOOftCSS,  CftCEMT  ftOft  CONftlOEM- 
T I A» -mOOI ft! CO-hamOLINO 


»•  ■tinxucij  »uriuii£ED  IQ  T  a  A I  s  a  I  r  TOC  SECRET  I1TERIAI  8ET0RC 
T»l  FACIIIM  MO»C«L»  CLEARED  ARO  ARRROvEO  II  iRlTIIG  IT  U.S.  GOVT 


io.  mrtractor  its  irci  aoviseo  it  tx  counter  mo  officer  coi- 
CIRREO  ts  TO  PROCEDURES  POR  TIAISIITTIIG  CltSSIFlfO  I RPORIAT 1  OR 
oufsioe  in  Minium  liiits  op  tie  uriteo  states 


IEMAIkS 


1.  OESCIHE  iET»30  0 1  SRi'iERT  t«0  T»E  PROTECTIVE  ictsuics  EiPLOrSD  fJT.1.  r  a.TJra  raala  ,f  a 

t'Xnl  li  •••/•!  air.  Tract  ar  Mil  ia  /allr  aaaaraX) 


l.  state  i«et«£#  iisngcnois  purrisreo  t»e  cortractug  officer  provide  adequate  controls  to  safeguard  the 

CLASSIFIED  lATEIm 


STATE  l«ET»C»  CONTRACTOR  utlLlitS  Ota  GRAFalc  a»TS  FACILITIES  ARO  IF  SO  0ESCRI5E  I'IRS  Of  PRODUCTION, 
ClfAOAaCt  O'  PERSONNEL.  Phtsical  SAFEGUARD  lETaOOS  UTIIIEEO.  CONTROL  OF  ALL  CO'IES  INCLUDING  l£T»00  OF 

iotiftiio  comoi.  statioi  aio  destruction  of  iaste 


2.  LIST  IAIEISI  of  SUI-CObTA»CTO»ISI  FO«  REPRODUCTION  tao  STATE  IRtTNER  CLEARED,  IREN  AIO  IT  IHOl 


J 


CHICK  LIST  COM  Tt  AC  TOCS  |  1M  Si  TOKICO* TROL ]  L.  A»€A  COCTfOL  1 1.  CLCACACCCOF  PttSOlia  1  J.  OCSTWUCTHM 


.  t.  I  '  A  t  CO  MifflUL  H4$ 
tt*  OCUROrfO 


).  c t s i r  i  co  «*rf «»  u  is  oc 
jr»<wo  m  tuf  aROACR  rahhcr 


\  Iff" 

BOBS 

■MBOHS; 

■ 

■ 

■ 

■ 

H6HKI 

1.  AUThOR* {at  »Or  RAS  R(Cfl«tO  TO 
A  a  T 1 R  CONTRACT  *AS  CCnRifTfO 

RETAIN  Ck ASS'  a  1 £0  I n  AQRma  T 1  On 

.  CO*  rMCTOai  S»  A*oiO»S» 
H*»CCf  $S4*»  ACCL*iUATiOR  Of 
l  * ^ s » c i eo  m *  r r « »  a  c 


.  OfSCRUC  aaa*hg{i»Cnts  haQC  aqa  T *t  OiSAOSai  Of  CkASSiAifO  RASH  mCigOtRG  ORaats,  rOTCS,  0*A«’«6$,  C**«On 
aair,  carbo*  colics 


ITEM 


).  C  I  T  l  JtRSRi f  Of  AERSORiC V 
IS  vCtiAifo  (iff  Arr 


jrt“ 


2.  COlfaiCfOa  IS'  C"EC* 

•»Ct  hCCOROS  *aiC*  TO  grahTihg 
COhaiocrti  At,  ctC«*»*Cf 


9.  a  atcoao  is  hairtiirco 

OA  AU  Cif *»*act S 


.  a  ah  C  OA  A£A$On  «NO  G*»hT$  COhAaht  coaai  Otari  u  CICaaaacCS;  At.SC  ST  A  T  £  •«£'”(*  Rt  IS  CltARCO,  TO  «»AT  OtGRU 
AKO  IHVEST IGATtVt  IAS'S  AOR  CltAiAWCf 


ITEM 


.  contractor  MOuCSTS  ** ■ 
ILtTr  ClCARanCC  IRAORmaTiO* 
?TOtf  ifOOTUTIOlS  Oh 

lAsstaico  sui-cont»»cts 


2.  COhTRaCTOR  ROTiAlfS  T*C 
CONTRACT  I  NO  OMlCt*  if  OU  T 
ClASSlKtfO  SUK-COUTIUCTS 


1.  iRaaovAi  OA  contracting 

oaaicta  obtained  BC^at  Sub- 
CONraiCTOR  author nco  to  *€• 

TAIH  CLASSIT1CO  I NACRn  a  T I  OR 


P.  CHECK  TO  OCTEMICE  WHETHER  THE  COCCI ZACT  SECUtlTT  OFFICE  HAS  A  LIST  OF  ALL  CLASSIFIED  CMmCTS  II  rOtCt  AT 
THIS  FACILITY  ( inc ludt*  4r«r.  V«»r  mrf'if  4  If  f}t  hr#.  attain  fr»m  Aaci/ilr  ) 


AFFEKDIX  6 


PROPOSED  DD  FORMS  254  AND  DD  FORM  254-1 

Many  of  the  recommendations  offered  by  industry 
classification  representatives  have  been  incorporated 
into  the  DD  Form  254  reproduced  on  the  next  tv;o  pages. 
The  most  significant  revision  is  with  regard  to  term, 
“classification  guide."  This  guide  would  provide  the 
specific  guidance  that  has  been  lacking  in  tne  present 
form. 

Another  possible  solution  follows  the  first 
proposal.  This  DD  Form  254  and  DD  Form  254-1  has  been 
prepared  by  the  Classification  Management  Office  of  the 
Space  Systems  Division,  Lockheed  Missiles  and  Space 
Company.  A  detailed  guide  is  also  proposed.  The  main 
difference  in  the  Lockheed  proposal  is  the  addition  of  a 
separate  form  for  subcontracts. 
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(See  DOD  Indue !  -let 
Security  Refutation) 


DEPARTMENT  OF  DEFENSE 

SECURITY  REQUIREMENTS  GUIDE 

(CLASSIFICATION  SPECIFIC  A  TIONS) 

(FOR  PRIME  AND  SUHCONTRACTi  INVOLVING  CLASSIFIED  INFORMATION) 


(Sea  XnSuetrlat  Security 
Manuel  ter  A  at  e  Cuerd  I  n  $ 
CteeatHe d  Information) 


Information  pertaining  to  classified  contractu  or  projects,  oven  though  such  Information  te  unclassified,  shelf  not  be  released 
for  public  dissemination  except  as  provided  in  the  Industrial  Security  Manual. 


this  guide 
is  fori 


MIMf 

contract 


Subcontr  ACT 
(U»m  it  an i  1, 7  to 
tdvnttty  li#i/ier 
auhc*mtroctinfi) 


INVITATION  TO 
»ID  ©A  REQUKIf 
r©n  PROPOSAL 


CONTRACT  MUMflE*  OR  OTHER 

identification  numqer 

WITH  COMPLETION  OATE 
(Pfim*  contfeta  must  bo  ehown 
Nr  all  aubcontracts) 


6.  »U 6 CONTRACT 


IN  V|T  AT  JON  TO  BID  OR  MQUCIT 
POR  PROPOSAL 


U.  NAME  AHO  ADDRESS  OF  PRIME  CONTRACTOR 


I 

I 

I 


this  ouioe  isi 

(See  mate  he  leer) 


ORIGINAL  SUIOE 


niyiiio  ouiot 
(Supeieedee  all  parlous 
Guides) 


FINAL  OUIOE  VOX 
CONTRACT  termina. 
TION  OR  COMPLETION 


FACILITY  SECURITY 

clearance  REOuiRSO 

FOR  CONTRACT  PER¬ 
FORMANCE  OR  TOR  AC¬ 
CESS  TO  CLASSIFIED 
INFORMAT  ION 


CONROE  TTIAL 


It.  NAME  A  HD  ADDRESS  OF  COGNIZANT  SECURITY  OFFICE 


•<».  NAME  AHO  ADOHESS  of  SUBCONTRACTOR  (It  applicable)  t.  NAME  AND  ADDRESS  OF  COONIZANT  SECURITY  OFFICE 

(t/so  I i-.m  II  to  identify  further  atihcontrnctln* ) 


7.  REFER  ALL  QUESTIONS  PERTAINING  TO  CONTRACT  CLASSIFICATION  GUIDANCE  TO  THE 

OFFICIAL  BELOW _ _ _ _ 

eT.  Program/ Project  Manager  or  Activity  bl  Address/ Telephone  Number 

8.  DEFENSE  DOCUMENTATION  CENTER"  SERVICES  ‘  tfTTU  -  . 

a.  Requested  rj  □ b.  Approved  r~j  f~l  c.  Field  of  Interest  Register  Is sued J  ' 


'*  PROPOSED  PU0LICITY  RELEASES  SHALL  BE  SUBMITTED  FOR  APPROVAL  PRIOR  TO  RELEASE  QOIRECT  QthHOUOM  (Spocllr)t  \ 


to  the  directorate  for  security  review,  office  of  t 

IN  ACCCR  dance  With  paragraph  In  OF  the  INDUSTRIAL  f. 


).  RESTRICTED  C«TA  INVOLVED  IN  THIS  CONTRACT. 

■EOUIREO  DISTRIBUTION!  “  T 

□  PRIME  CONTRACTOR  flits,  S  a) 
r~l  COONIIANT  SECURITY  OFFICE  (Item  Sb) 


ME  ASSISTANT  SECRETARY  OF  OKFENSE  (Public  Allelra)  FOII  REVIEW 

ECURI”  Y  M  ANU  »L.  — 


__  DIRECTOR.  FEDERAL  BUREAU  OF  INVESTIGATION 
□  "AJHIN5TON.  O.  C.  (Only  for  Item,  I,  end  lb) 
(Atlmcharf  ahmmta  not  raquirad) 

f  1  subcontractor  (Item  fa) 

I  I  coonixant  security  office  (Item  *b) 


'•  (II  InvolvuJ,  check  Af.C/DOD  Clemsilica*ion  Cu/rfpJ 

,  II.  security  REQUIREMENTS  guide  for  subcontractor  j  from 
THIS  □  PRIMS  CONTRACT  Q  SUBCONTRACT  WILL  BE 

APP*?Z£°  *Y  0,rF,C,At  8CI'0W-  (Wv-tsM^uk 

(Pom*  *•>  J  Saoulty  Faqutraanmntm  Guldcflu  ^proved  t(/  Papataimnniof)^.'  L 
Polar  contract  Inf  ofllcar  or  him  repr*  uontJtlva)  *■ 

MNATURl 


TVPCO  NAMK  AND  TITLE  O  *  APPAOVlNO  OFFICIAL 


DDITIOHAL  DISTRIBUTION! 

D 

□ 


contracting  military  activity  and  AOOAC1I 


NOTE .  Orlfitnnt  Guides  (Item  3m)  arm  authority  fnr  contractor*  to  mark  elaaalflad  Informal  Ion.  Pariand  and  Final  Guidea  (llama  3b  and  c)  ara 
out  iorttf  lor  contractor a  to  rocnork  tha  rafradied  c/o  aaltlatf  Intoruuu  Ion.  Such  aettona  by  contractor  a  ahalt  ba  taken  In  mccordanca  with  tha  pro* 
wlalona  of  tha  industrial  Srcurtlv  Manual. 
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&OITION  OP  I  OCT  C4  II  OBSOLETE. 


PHOPOSSO 
1  OCT  M 


•  -»l  ••  .TIFICAT.ON  OF  “HE  PROCUREMENT  FOR  WnlCH  THIS  OUlOS  APPLIES  (II  clmmmlUrrl,  tomplotn  th It  lltm  by  ttpermlt 
OESCRaOE  SUBCONTRACTING  BEYOND  FIRST  TIER. 


OESC-lloE  SPECIAL  SECURITY  REQUIREMENTS  FOR  CONTRACT.  (II  cl«« till'd,  complali  thlt  llam  by  ,opnrm‘m  cor ra- 
.... . „,g  fl*,*nc»  htrt).  DESCRIBE  HERE  OR  ON  ATTACHED  LIST  CLASSIFIED  MATERIAL  AUTHORIZED  FOR  RETENTION. 


“ACHED  CLASSIFICATION  GUlOANCE  SHEETS.  DEFINE  SPECIALIZED  TERMINOLOGY  USED  ANO  IOENTIFY  SPECIFIC  ITEMS 
FORMATION  REQUIRING  CLASSIFICATION.  ALSO  INDICATE  CLASSIFICATION  ASSIGNEO  ANO  DOWNGRADING- 
WSIFICATION  INSTRUCTIONS. 


DEPARTMENT  OF  0EFENSE 

SECURITY  CLASSIFICATION  GUIDE" 

(CLASSIFICATION  SPECIFICATIONS) 


**  This  ouice  is  for; 

I - 1  PRIME  CONTRACT 

I - 1  INVITATION  TO  IIO  M  MOUCIT 

1 - 1  F  OR  MONOIAL 


TVPE  OF  ouioet 


I 


REVISED 

(Sup* r**d»»  a II  pr**lou* 
Quid*  a 


e.i 

FINAL  . 

FOR  CONTRACT  TERM¬ 
INATION  OR  COMPLE¬ 
TION 


POET-  COMRLe  TION 

FOR  CLASSIFICATION 

REVICW/RCVIStON  AFTER 
CONTRACT  EllO  DATE 


LEVEL  OF  FACILITY  CLEARANCE 

REQUIRED  fOR  CONTRACT  PER¬ 
FORMANCE  OR  FOR  ACCESS  TO  _____ 
CLASSIFIED  INFORMATION 


CONTRACT  NUMDER  OR  OTHER  ISi.  p 


PLANNED  END  OR 
TERMINATION-DATE 


I  a.  NAME  ANO  ADDRESS  OF  PRIME  CONTRACTOR 


IDENTIFICATION  NUM3ER 


4.  IF  THIS  IS  A  FOLLOW-ON  CONTRACT  ENTER 
PREVIOUS  CONTRACT  NUMBER  BELOW 


•.CONTRACT  PERFORMANCE  WILL  REQUIRE 


GRAPHIC  ARTS  »E  II  V  I  C_ES/r  EP^ROOuC  TION  ONLY 
ACCESS  TOCLASSlFlEO  -AREAS  OR  INFORMATION  ©n'l  T 

manufacture  of  classified  narow'are" 

GENERATION  ANO/OR  RCCIEPT  OF  CLASSIFIED  DOCUMENT* 
ACCESS  TO  RESTRICTED  DATA 
ACCESS  TO  CRYPTOGRAPHIC 

ACCESS  TO  COMMUNICATIONS  ANALYSIS' IN  FO  R  M  A  TION 


•A.  NAME  ANO  ADDRESS  OF  COCNIZANT  SECURITY  OFFIC 


T  REPER  At  L  questions  PERTA  INING  TO  CLASSIFICATION  .  0E  F  ENSE  OOCU  M  E  NT  AT  ION  SER  VIC  ES 
TO  THE  OFFICE  BELOW  • 

AODRESS  *.  REQUESTED 

A.  APPROVED 


TELEPHONE.  NUMBER 


«.  FIELD  OF  INTEREST  REGISTER  ISSUED 


■■ 

a 


••/unclassified  information  pertaming  to  classified  contracts  or  projects  shall  not  be  released  for  public  dissemi¬ 
nation  except  as  provided  by  the  Industrial  Security  Manual,  Proposed  publicity  releases  shall  be  submitted  for 
approval  prior  to  release  to:  f  |  direc  t  .  f  r  "I  through 


TO  THE  DIRECT  OR  ATW  FOR  SECURITY  REVIEW,  OFFICE  OF  THE  ASSISTANT  SECRETARY  OF  OEFENSE  (PUB  LI  C  AFFAIRS) 
FOR  REVIEW  IN  ACCORDANCE  WITH  THE  INDUSTRIAL  SECURITT  MANUAL  (  paragraph  •»). 


FACT  NUMBER  OK  OTHER 
MFlCATION  NUMBER  FOR 
CLASSIFICATION.  OUIOE  . 


OR  THIS  OUIOAHCE 


'i.  IF  THISIS»I©T  ah  ONicinal  OUIOE  enter  qate  or 

superseded  ouioe 


SPECIAL  security  re ouircments  cohtaiheo 
SIS  CONTRACT  _ 

-  □  «.Q 

l 


I'M.  CLASSIFIED  DOCUMENT  RETENTION  i,  POST  -  COMPLR  TIOH 
OULOE  t  ONLY  ) 


RkftNTlON  APHORIZED  XlNTllL' 
DISPOSITION  TH*NSfEHBESTO  . 


OATC 


r.  _  —  .  i  _  (contract  nu:nl»0 

•  w4.pw.rtcj;  OW  °r  ™E  f,,,OCUSeM2NT  WHICH  THIS  CHECK  LIST  APPLIES  0/  compitf.  thi.  tt«m  0/ 


.Y  IDENTIFY  ALL  SEPARATE  OUIOAHCE  THAT  IS  MAOE  A  PART  OP  THIS  001.4  BY  REFERENCE 


IS.  NOT  AN  ORIGINAL  GUIDE  IDENTIFY  ALL  RE  V  ISIONS,  ADDITIONS,,  AND  OE  L  EtTonT  EFFECTED  BY  THIS 


F"in«l  and  Po» f-Completlon  EU)<J»  »  aw  authority  for  contractor,  to  f.ro.ri  ragradod  cla.aified  informallon. 


AC  ' -CO  ■  «  ATI  Cn  d  UIOAnCi.  ShEE  J,  O  C  r  IN  £  SF.ICl  ALIEEO  TE»  SINOLOGY  USCO  And  IOEYTIFY  SPECIFIC  ITEMS 

3N-4  'TICS  R_U.HHIn.;  CLASSIFICATION.  ALSO  INOiCATL  CLASSIFICATION  ASSIGNED  ANO  OOWNGRAOlNC- 
.SiriCAT.Cs  INSTRUCTIONS. 
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Previous  K  01 T 1 0H 3  OP  TMI*  PO*M  APB  OMOtKTK. 


PAct  a 


DEPARTMENT  Or  DEFENSE  '• 

SECURITY  CLASSIFICATION  GUIDE  reqJ.reV  Jorcon'tra^Ve^ 

(SV.iCONTKACT.  CLASSll'ICAflON  SPECIFICATIONS)  CL  A  .SS I  f?/d°  m  F  OR  JVti  O  H%  T° 

THIS  OUIOE  IS  FOR: 


I  I  sync  ON  Y A  ACT 

I - J  INVITATION  TO  RIO  OR  M«UNf 

I _ I  FOR  MOFOtAL 


I  OAIOINAL 


4.  thi»  ia  a  ;  tat]  j  aoaj  |  twd  |  |  «th  f  ~l  Ti cr  iuiconthac 

NEXT  HIGHEST  T|,ER  CONTRACT  numour 

fa  ward  tni  contractor*  ce-n  tract  cumbat) 


i  ^CONTRACT  PERFORMANCE  WILL  REOOIRS  '  1  . 


REVISED 

(Suprneamdmm  mlt  ^rcrfoua 
Out  dm  9 

c. 

FINAL 

for  CONTRACT  term¬ 
ination  OR  COMRtr- 
tion  _ 

d.  ~ 

FOiT-COMRUTION 


for  classification 

k  HIVIIW/RK  VIIION  A^TIR 

j  CONTRACT  ENO  OAT|  '  ACCL 

»  (a.  NAM E~ANO  A 00 fl cSs”6V'a w aVd/nG  CONTRACTOR  ~ 


Graphic  arts  scnviccs/ncrfioouCTiOn  only  1 

i  [■ 

|  ACCESS  TO  CLAIMS)  £0  AACAA  OA  INFORMATION  ON  u  Y  i 

I  .  I 

[  MAnu  facruRli  OF  CLAASlFlIfcO  H  ANON  A  Ak  } 

I  ;  •  f. 

CENtAATION  ANO/On  RliCItHT  OF  CkAUIFIKU  DOCUMENTS  ; 

.  I 

.  ACCCS!  VO  RESTRICTED  DATA  J*" 


ACCESS  TO  CRVPTOCAARNIC 


ACCESS  TO  COMMUNICATIONS  ANALYSIS  INFORMATION 


•  A. .NAME  AND  ADDRESS  OF  COGNIZANT  SECURITY  OFFICE 


*7  ••  nan;  AMt)AD04r51  or  SUBCONTRACTOR 


7k.  NAME  AND  ADDRESS  OF  COGNIZANT  SECURITY  OFFICE 


•  “  ;•  '  •  F-:«  :  A  INInU  to  Cl  A  SSI  FI  C  A  TION  I*  OEF  E N  SE  O  OCU  U  F  NT  AT  IOM  SFBVICFS 

Yo  <ni_  aaaRdino  c°NT«ACTONf/(,II|4)  **  .  •  7.  “ M  E NT  AT  ION  SERVICES 

#.  REQUESTED 


CO  MR  AMY  0HG*. 


*•  APPROVED 


_  r  l  L  t-AHOrst _ I _ «•  FIELD  OF  INTIRC/T  RCQIITCR  IIIUKD  | 

to.  Unclassified  information  pertaining  to  classified  contracts"  or  projects  shall  not  be  released~fot  public  dissemi 
n«tu.n  except  as  provided  by  the  Industrial  Security  Manual.  Proposed  publicity  releases  shall  be  submitted  for 
.approval  prior  to  release  to;  O  direct  O  through 


TO  TM*  OIRECTORAT*  FOR  itCURITV  REVIEW,  OFFICE  OF  TM*  AAIIITaut 

.*« oro ancej,,th_Thi  inou.tr, au  security  manua  «  <-»••-•«=  -fa,«s, 

J  REQUIRED  DISTRIBUTIOH:  PTl. security  classification  guide »To c o n'tVaVt^h^fr 


awarmnG  CONTRACTOR  (limm  4m) 
SUBCONTRACTOR  (gtmm  7+,  ) 


•  ».  SECURITY  CLASSIFICATION  GUIDES  FQA  SUBCONTRACTING  FR 
T  ?4|  S  .SUB:ONT^A'rT  WlLLB€APPR0VCOBYTMF*CFFlC»AL»» 
lUDR  OR  MIS  RE PRESENT AT  I  VC  . 

THIS  SECURITY  CL  AS  SI  FI.C  A  TION  C*U  I  O  C  ANOGUIOANCCREFERl 
CCO  IN  I  T  CM  .fc  4  APPRO  V  |  O 


COCNIIAMT  SC  C  UR  I  T  Y  OFFICES  (  ttmmm  4b  *7h)  ‘  "  [SIGNATURE 


wlAL*‘  ►tulHA.  «Ud,  A  t_,  vje  ,  ,  r 

_  »A»HS4r#E.  u.t  (Only  tor  extract •)' 

AOOl  t  'OaAw  UlaTfcieu'.  IyK: 


iTYPCO  HA  ml  and  title  of  APPROVING  OFFICIAL 


^CONTRACTING  activity  ano  aooress 


DD 


POSM  ^ 


234-1 


PREVIOUS  EDITION.  OF  THI»  FORM  A  R  a  OBSOLETE. 


PARE  I  OF 


(POR  SUBCOSTHACT  INVOLVIHO 

CLASXtrrsr)  wro/WATton) 


:o/v*r«ucr  t/r/oiv two 

O  CifOKMATlOH) 


